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Ha3sBaHue AOKyMeHTa
Mpukas ®CTIK Poccum ot 11.02.2013 N 17
(pea. ot 15.02.2017)
"O6 ytBepraeHun TpeboBaHWi O 3awmTe MHPOPMALMU, HE COCTaBAAIOLLEN FOCYAAPCTBEHHYHO
TalHy, coaeprKalleica B rocy4apCTBEHHbIX MHPOPMALIMOHHbIX cucTemax”
(3apeructpmposaHo B MuHtocte Poccmum 31.05.2013 N 28608)

3apeructpuposaHo B MuHiocte Poccum 31 maa 2013 r. N 28608

OEAEPANIbHAA CNYXKBA MO TEXHUYECKOMY U 3KCNOPTHOMY KOHTPOJIIO

MNPUKA3
ot 11 ¢espansa 2013 r. N 17

OB YTBEPXXAEHWUM TPEGOBAHUIA
O 3ALLUUTE UHGOPMALMU, HE COCTABAAIOLLEA TOCYAAPCTBEHHYIO TAHY,
COAEPALLENCA B TOCYAAPCTBEHHbBIX MHGOPMALIMOHHBIX CUCTEMAX

CNWCOK M3MEHSIOLLMX AOKYMEHTOB
(8 pea. Mpukasa GCTIK Poccum ot 15.02.2017 N 27)

B cooTtBeTcTBUM C YacTbio 5 cTaTb 16 PepepanbHoro 3akoHa ot 27 utona 2006 r. N 149-d3 "06
nHbopmaunm, MHPOPMALMOHHbLIX  TexXHosorMsaxXx W o  3awute  UHbopmauun"  (CobpaHue
3aKoHogaTenbcTBa Poccuitckoit ®epepauymm, 2006, N 31, c1. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT.
2038; N 30, cT. 4600; 2012, N 31, cT. 4328) 1 MonoxkeHnem o PeaepanbHOM cnyKbe No TeEXHUYECKOMY U
3KCMOPTHOMY KOHTpPOtO, yTBEpPXKAEHHbIM YKaszom [pesunaeHTa Poccuiickon ®egepaumm ot 16 aBrycra
2004 r. N 1085 (CobpaHue 3akoHogaTenbcTBa Poccuitckonn depepaunmn, 2004, N 34, cr. 3541; 2006, N
49, c1.5192; 2008, N 43, cT. 4921; N 47, c1. 5431; 2012, N 7, cT1. 818), npuKasbiBato:

1. YTBEpAMTbL npunaraemble TpeboBaHMs O 3awuTe WHPOpPMaUUW, He CcocCTaBasloOLLEen
rocyf,apCTBEHHYIO TalHy, COAEPKALLENCA B rOCYAapPCTBEHHbIX MHPOPMALMOHHbIX CUCTEMAX.

2. YCTaHOBUTb, YTO yKa3aHHble B NMyHKTe 1 HacToslero npukasa TpeboBaHWA NpUMeHATCA AA
3aLWMTbl MHGOPMALLMM B FOCYAAPCTBEHHBIX MHPOPMALMOHHBIX cnucTemax ¢ 1 ceHTABpA 2013 r.

Onpektop

depepanbHoit cnyKbbl NO TEXHUYECKOMY
N 3KCNOPTHOMY KOHTPOHO

B.CE/INH



YTBepKaeHbl
npukasom ®CTIK Poccum
ot 11 ¢espana 2013 r. N 17

TPEBOBAHMA
O 3ALLUUTE UHOGOPMALMU, HE COCTABAAIOLLEA TOCYAAPCTBEHHYIO TAHY,
COLEPXALLENCA B TOCYAAPCTBEHHbIX MHOGOPMALIMOHHbIX CUCTEMAX

CNM1COK M3MEHSAIOLLMX AOKYMEHTOB
(8 pea. Mpukasa GCTIK Poccum ot 15.02.2017 N 27)

|. O6buwme nonoxKeHus

1. Hactoswme TpeboBaHuA pa3paboTaHbl B cOOTBETCTBMU ¢ PeaepanbHbiM 3aKOHOM OT 27 utona
2006 r. N 149-®3 "0O6 uHbopmauum, UHPOPMALMOHHbLIX TEXHOMOIUSX U O 3awuTe MHPopmaumn"
(CobpaHue 3akoHogaTtenbcTBa Poccuiickont Pepepaumn, 2006, N 31, ct. 3448; 2010, N 31, c1. 4196;
2011, N 15, ct. 2038; N 30, cT1. 4600; 2012, N 31, cT. 4328), a TaK}Ke C y4eTOM HalMOHaNbHbIX CTaHAAPTOB
Poccuiickoit ®egepaumm B 06n1acTu 3aWmTbl MHGOPMaLMM U B 06/1aCT CO34aHMA aBTOMATU3NPOBAHHbIX
cucTem (aanee - HaUMOHabHbIE CTAaHAAPTbI).

2. B [OKymeHTe ycTaHaBAuBatoTcA TpeboBaHMA K obecneyeHuto 3awmTbl  MHPOpMaLUK
OrpaHMYEHHOro AOCTYNa, He coaeprKallen CBeAeHMs, COCTaBAAOWME rocy4apCTBEHHYO TaliHy (aanee -
MHbOPMaALMSA), OT YTEYKM NO TEXHMYECKMM KaHasam, HECAHKLUMOHMPOBAHHOINO AOCTYMNa, cCnewlmasnbHbIX
BO3/EACTBMI Ha TaKylo MHopmaUmio (HocuTenn nHdbopmaumm) B Lensax ee A06bIBAHNA, YHUUTOXKEHUS,
WCKaXXeHUa uAM BNOKUPOBAHMA [JOCTyna K Hel (panee - 3awmta mMHPopmauuum) npu obpaboTke
yKa3aHHOW MHPOPMaLMK B rOCYAapCTBEHHbIX MHPOPMALLMOHHBIX CUCTEMAX.

Hactoawme TpeboBaHMA MOryT MNPUMEHATbCA AN 3aWMTbl 06OLWEeAOCTYNHOW MHpopmaumu,
coaeprKallenca B rocyapcTBEHHbIX MHGOPMALMOHHBIX CUCTEMAX, A1A AOCTUNKEHUSA LieNeld, YKa3aHHbIX B
nyHKTax 1 n 3 yactn 1 ctatbym 16 PeaepanbHoro 3akoHa ot 27 nions 2006 r. N 149-d3 "06 nHbopmaumu,
MHPOPMALMNOHHbBIX TEXHO/IOTUAX M O 3amTe MHbopmaumn'.

B [OOKymeHTe He paccmaTpuBatloTcA TpeboBaHMs O 3awuTe MHPOPMaLUKM, CBA3AHHbIE C
npMMeHeHMeM  Kpuntorpadpuyeckmx  MeToAoB  3awmtbl  MHOOPMAUMM U WNPOBaAIbHbIX
(kpunTorpadmyeckmnx) cpeacTs 3awnTbl MHGOPMALUMK.

3. Hactoawue TpeboBaHuAa aABAAOTCA o00s3aTeNbHbIMKM Npu 0bOpaboTke uWHPopmauum B
rocyapCTBEHHbIX WMHPOPMALMOHHBIX cUCTEMAX, OYHKUMOHUPYIOWMX Ha Tepputopumn Poccuiickol
depepaunn, a TakKe B MYHUUMNANbHBIX MHOOPMALMOHHbLIX CUCTEMAX, €C/IM MHOE He YCTaHOB/EHO
3aKoHoAaTeNnbCTBOM Poccuitickoit degepaupnm o MECTHOM CaMOyNpPaB/ieHUH.

HacToawme TpeboBaHUA He pacnpoCTPaHATCA Ha rocyAapCTBEHHbIE MHPOPMALMOHHbIE CUCTEMDI
AamuHuctpauum MpesuaeHTa Poccuiickont Peapepaumm, Coseta besonacHoctn Poccuinickolt depepaunu,
depepanbHoro CobpaHus Poccuiickont Pepepaumn, [MpasuTtenbctsa Poccuiickolt  deaepauumu,
KoHctutyumoHHoro Cyaa Poccuitckon ®Pepepaumm, BepxosHoro Cyaa Poccuitckon ®Pepepauun u
depepanbHoi cnyKbbl 6esonacHocTu Poccuitckoit Pegepaumn.

(8 pea. Mpukasa GCTIK Poccum ot 15.02.2017 N 27)

4. HactoAawme TpeboBaHUA npegHasHayeHbl AnA obnagateneli MHPOpPMauUMK, 3aKa3uMKOB,
3aKNHOUYMBLLMX FOCYAAPCTBEHHbIA KOHTPAKT Ha cO34aHue rocyAapCcTBeHHON MHPOPMALMOHHOM CUCTEMBI
(manee - 3aKa3unKKM) M ONEPATOPOB rOCYAAPCTBEHHBIX MHPOPMALMOHHDBIX CUCTEM (Laniee - onepaTopbl).

Nlnuo, obpabatbiBalowee MHPOPMaUMIO, ABAAIOLLYHOCA FOCYAAPCTBEHHbIM MHGOOPMALMOHHbBIM
pecypcom, no nopyyeHuo ob6nagatens wuHbopmauum (3akasumka) wam  onepatopa M (Man)
npegocTaBAAlOWEe MM BbIYUCAUTENIbHBIE Pecypcbl (MOWHOCTM) ana ob6paboTkn wnHPopmauumm Ha
OCHOBaHWKM 3aK/lOYEHHOrO Jorosopa (Aanee - yNo/JIHOMOYEeHHOe /nuo), obecneyvMBaeT 3aluUTy
MHPOpPMaUMM B COOTBETCTBMM C 3aKOHOZATeNbCTBOM Poccuiickolt ®depepaumm 06 MHPopmaumu,



MHPOPMALMOHHDBIX TEXHOIOMMAX U O 3aWwuTe MHPopMauun. B goroBope A0/KHA HbITb NpeasycMoTpeHa
0653aHHOCTb  YMOJIHOMOYEHHOTO  /iMua  obecneuyvBaTb  3aWMTy  WHPOpMaumu, ABAAOWLeNcA
rocyAapCTBeHHbIM MHPOPMALMOHHBIM PECYPCOM, B COOTBETCTBUM C HACTOAWMMMU TpeboBaHMAMM.

5. Mpn 0bpaboTKe B rocyaapcTBeHHOW MHGOPMAUMOHHOW cucteme MHOPMALUM, coaeprKallel
nepcoHanbHble AaHHble, HacToAwMe TpeboBaHUS MPUMEHAIOTCS Hapady C TPeboBaHMAMM K 3awuTe
NepCoOHaNbHbIX AaHHbIX NPU UX 06pPaboTKe B MHOOPMALMOHHLIX CUMCTEMAX MEPCOHA/NbHbIX AAHHbIX,
YTBEPXAEHHbIX NocTaHoBAeHUeM MpaBuTenbcTBa Poccunitckon Pegepaumnm ot 1 Hosbps 2012 r. N 1119
(CobpaHue 3akoHogaTenbcTBa Poccuinckoit Pegepaumm, 2012, N 45, cT. 6257).

6. Mo peweHunio obnagatens MHbopmaLumn (3aKasumKka) Uan onepatopa HactoAwme TpebosaHuA
MOTYT  MPUMEHATbCA  AAa  3aWwuTbl  MHOOPMAUMK, codepiKallencd B HerocyZapCTBEHHbIX
NHPOPMALMOHHbBIX CUCTEMAX.

7. 3awmTa nHbOpmaUum, cogepKallenca B rocyaapcTBeHHOM MHPOPMaLMOHHOM cucteme (aanee -
MHPOPMALMOHHAA cucTema), obecneymsBaeTca MyTEM BbINOSHEHUA obnagatenem MHbOpMaLMm
(3aKkazumKkom) u (nnum) onepatopom TPeboOBaHUI K OpraHM3aLMK 3alWmMTbl MHPOPMaLMK, coaepKalLeincs
B MHbOPMALMOHHON cucTeme, M TpeboBaHWI K mepam 3awuTbl MHPOpMaLUKM, coaepKalieica B
MHGOPMALMOHHOWM CUCTEME.

Il. TpeboBaHUA K opraHn3auum 3awwmTbl tHPopmauum,
cofepKallenca B MHPOPMALMOHHOM cucTeme

8. B nHdpopmaumoHHOIN cnucteme obbeKTamm 3alLMTbl ABAAIOTCA MHOOPMaLMA, CoaeprKallLanca B
NHPOPMALMOHHOM CUCTEME, TEXHMYECKME CPeaCTBa (B TOM YMCie CPeacTBa BblMMCAUTENbHOW TEXHUKM,
MalUNHHbIE HOCUTENN MHGOPMaLMK, CPEACTBA M CUCTEMbI CBA3M M Mepedadn AaHHbIX, TeXHUYecKue
cpeactsa 06paboTkM  OyKBEeHHO-UMbpPOBON, rpadMyeckon, BUAEO- WU pedyeBor WHbOpmauUuK),
obliecucTtemHoe, NpPUKAAAHOE, CchneumasbHoe nporpammHoe obecneyeHve, WHGOPMALMOHHbIE
TEXHO/IOTUMK, a TaK}Ke CPeaCTBa 3alUTbl MHbOPMaLMMN.

9. [ns obecneyeHua 3awuTbl MHOOPMaUUKM, codep:Kallenca B MHPOPMALMOHHOMN CUCTEME,
OMepaTopom HasHayaeTca CTPYKTYpHOe noapasgesieHne WAW  OO0MKHOCTHOe Anuo  (paboTHMK),
OTBETCTBEHHbIE 33 33Ty UHPOopMaLUN.

10. Ons nposBegeHua paboT no 3awute UMHOOPMAUMM B XO4e CO34aHMA W 3IKCnayaTaumu
MHOOPMALMOHHOM cucTeMbl obnaaaTenem MHGopmMmaLmMn (3aKazumMKom) U ONepaTopom B COOTBETCTBUM C
3aKoHoZaTenbcTBOM Poccuiickoit ®depepaumm npu HeobXOAMMOCTU MPUBAEKAOTCA OpraHM3aLuu,
Umerowme ANLEH3NI0 Ha AeATEeNbHOCTb MO TEXHUYECKON 3alumnTe KOHbUAEHUMaNnbHOU MHPopmauum B
cooTBeTcTBMKU ¢ PepepanbHbim 3akoHOM OT 4 maa 2011 r. N 99-d3 "O nuMuUEH3NMPOBAHUM OTAENbHbIX
BMAo0B aesatenbHocTn" (CobpaHue 3aKkoHoaaTenbcTBa Poccuiickoit deaepaumm, 2011, N 19, cT. 2716; N
30, cT.4590; N 43, cT. 5971; N 48, cT. 6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N9, cT. 874).

11. OAna obecneyeHua 3awmuTbl MHPOPMaLMK, coaepKaweinca B MHOOPMALMOHHON cucTeme,
NPUMEHSAIOTCA CpeacTsa  3awWuMTbl MHPOPMAUMKM, NpollesluMe OLEHKY COOTBETCTBMA B ¢dopme
obasaTenbHON cepTUdMKaLMM Ha CcooTBeTcTBME TpeboBaHMAM no 6GesonacHocTM MHpopmauum B
COOTBETCTBMM CO cTaTbel 5 PepepanbHOro 3akoHa oT 27 aekabpsa 2002 r. N 184-d3 "O TexHUYecKom
perynnpoaHumn" (CobpaHue 3akoHoaaTenbcTBa Poccuitickonn ®eapepaumm, 2002, N 52, cr. 5140; 2007, N
19, ct. 2293; N 49, c1. 6070; 2008, N 30, cT1. 3616; 2009, N 29, cT. 3626; N 48, c1. 5711; 2010, N 1, cT. 6;
2011, N 30, cT. 4603; N 49, cT. 7025; N 50, cT. 7351; 2012, N 31, cT. 4322; 2012, N 50, cT. 6959).

12. 3awmTa MHPOpMaLMK, cogepKawenca B MHPOPMALMOHHON cUCTeme, ABAAETCS COCTaBHOWM
YyacTblo PaboT MO CO34aHMIO U 3KCMyaTauumn MHOOPMALMOHHOM cucTeMbl M obecneymBaeTcs Ha Bcex
cTagusax (3Tanax) ee co3paHuA, B Xo4e 3KCMAyaTauMuM M BbIBOZA M3 3KCMAyaTauuu NMyTem MNpUHATUA
OPraHM3aUMOHHbBIX M TEXHUYECKMX Mep 3almTbl MHPOPMAUMK, HanpaB/eHHbIX Ha 6/J0KMpoBaHMe
(HerTpanunsaymio) yrpos 6esonacHoCcTM MHGOPMaLMK B MHHOPMALMOHHON CUCTEME, B PaMKaX CUCTEMbI
(noacuctemsbl) 3awmTbl MHGOPMAUUM  MHPOPMALMOHHOM CUCTEMbI (ganee - cUCTEMA  3aLLUTDI
nHbopmauum HGOPMaLUOHHOM CUCTEMDbI).
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OpraHn3auMoHHbIEe N TEXHUYECKME MepPbI 3aLLMTbl MHPOPMaLMK, Pean3yemble B paMKax CUCTEMbI
3alWNUTbl MHPOPMALMM MHPOPMALMOHHOMN CUCTEMBI, B 3aBUCUMOCTU OT MHPOpPMaLMK, coaepKaleinca B
MHPOPMALMOHHOM cucTeme, Lenen co3gaHma MHPOPMALMOHHOM CUCTEMbI M 3a4ad, pellaeMblX 3TOM
MHGOPMALMOHHOW CUCTEMOM, [ONKHbI ObITb HaNpPaBAEHbI HA UCK/TIOYEHUE:

HEenpaBOMEpPHbIX A0CTyMNa, KOMMPOBAHWUA, NPEAOCTaBNEHUA UM PACNPOCTPAHEHUA MHPOPMALLUK
(obecneueHme KoHOUAEHUMANBHOCTM MHPOPMALMK);

HENPaBOMEPHbIX  YHUUYTOXKEHMA uan  moaubuumpoBaHus  uHbopmaumm  (obecnedeHue
LLeNOCTHOCTM MHbOoPMaLUK);

HenpaBoMepHoro 610KkMpoBaHns nHbopmauunm (obecneveHne AOCTYNHOCTU MHbOPMaLLUN).

13. Ons obecneyeHua 3awumTbl MHOOPMAUUKM, copeprKalleinca B MHOOPMALMOHHOM cUCTEME,
npoBoAATCA caeayolmMe MeponpuaATUS:

dopmunpoBaHue TpeboBaHMI K 3awwmTe MHPOpPMaUMK, codeprkaliencs B WHPOPMALMOHHOM
cUCTEME;

pa3paboTka cucTtemsbl 3aWUTbl UHGOPMaALNM MHPOPMALMOHHOM CUCTEMDI;
BHeApPEHNE CUCTEMDI 3aLUMTbI UHGOPMALUN MHPOPMALLMOHHOM CUCTEMDI;

atTectauma WMHOOPMALMOHHOM cuUcTeMbl Mo TpeboBaHWMAM 3awmTbl MHPopmauum (panee -
aTTecTauma MHGOPMaLLMOHHOM CUCTEMBI) U BBOZ €€ B AENCTBUIE;

obecneyeHune 3awWnTbl MHPOPMALUM B XoAe 3SKCNayaTaUuMM aTTeCTOBAHHOM WMHPOPMALNOHHOM
CUCTEMDI;

obecrneyeHne 3awmTbl  MHPOPMAUMM MPUM  BbIBOAE M3  IKCMJIyaTauMM  aTTeCTOBaHHOM
MHPOPMALMOHHOM CUCTEMBI UAIN NOC/IE NPUHATUA pelleHna 06 oKoHYaHUM 06paboTKkn nHbopmauuu.

dopmunpoBaHue TpeboBaHUM K 3alimnTe HPOpMaLMK, coaepKalleinca
B MHPOPMaALMOHHON cucTeme

14. ®opmupoBaHuMe TpeboBaHUI K 3almnTe MHOPMaLUKN, coaeprKalenca B MHPOPMALMOHHOM
cucTeme, ocyllectsaseTca obnagatenem MHpopmaumm (3akasumKkom).

dopmupoBaHMe TpeboBaHMN K 3awuTe MHOOPMaUMMK, cogeprkawenca B WMHPOPMALMOHHOM
cucteme, ocyulectsasetca ¢ ydyetom [OCT P 51583 "3awmta wuHbopmaumn. lMNopagok cosgaHua
aBTOMAaTM3MPOBAHHbIX CUCTEM B 3aLUMULLEHHOM McronHeHun. Obwue nonoxkeHus" (ganee - FOCT P
51583) u FOCT P 51624 "3awuTta uHboOpmauuun. ABTOMATU3UPOBAHHbIE CUCTEMbI B 3aLUULLIEHHOM
ncnonHeHnun. Obwue TpebosaHus" (aanee - FOCT P 51624) 1 B TOM YMC/ie BKIOYAET:

NPUHATUE  pPELIeHUs O  HeobXxogMMOCTM  3aWwmTbl  MHPOpMaAUMK,  codeprKawenca B
MHPOPMALNOHHOM CUCTEME;

KnaccudpuKaumo MHPOPMaLMOHHON cuctembl No TpeboBaHUAM 3aWwmTbl MHGOpMmauumn (ganee -
KnaccmduKkaumns MHGOPMaLNOHHOM CUCTEMDI);

onpeaeneHne yrpos 6esonacHocTM MHGOPMALMU, Peanmn3aums KOTOPbIX MOMKET MNPUBECTU K
HapylweHuto be3onacHocTU MHPopmauMm B MHPOPMaALMOHHOM cucTeme, U pa3paboTKy Ha MX OCHOBe
Mmoaenu yrpos 6esonacHocTy nHGopmaumm;

onpeaeneHue TpeboBaHUM K cucteme 3alWmTbl MHPOpMaLMU MHGOPMALLMOHHOM CUCTEMBbI.



14.1. MpK NPUHATAM pPeLleHUs O HeobXOAMMOCTM 3alMTbl MHOOPMALMKM, cogeprKallenca B
NHPOPMALMOHHOM CUCTEME, OCYLLLECTBAAETCA:

aHanu3 uenemn cosgaHnsa MHGOPMaLMOHHOM CUCTEMbI U 33434, peLlaemblX 3TOM MHGOPMALMOHHOM
cncTemoi;

onpeaeneHne nHdopmauunm, noanexawen ob6paboTke B MHGOPMALMOHHON CUCTEME;

dHa/n3 HOPMATUBHbLIX MNPaBOBbIX aKTOB, METOAUYECKUX [OOKYMEHTOB WU HAUWOHA/IbHbIX
CTaHAapPTOB, KOTOPbIM A0/1*KHa COOTBETCTBOBATb VIHd)OpMaLI,VIOHHaH cncrtema;

NPUHATME  peleHMA O HeobXxoAMMOCTM  CO3[aHMA  CUCTEMbl  3aWuUTbl  MHPOpMaLMK
MHPOPMALMOHHON CUCTEMDbI, @ TaKKe onpegeneHne Uenen W 3agady 3awuTbl MHOOpMaLMM B
WHOPMALMOHHON  CUCTEME, OCHOBHbIX 3TanoB CO34aHMA  CUCTEMbl  3aWuTbl  MHOOPMaLMM
MHPOPMALMOHHOM cucTeMbl U GYHKUMIM No obecnevyeHuio 3aWmTbl MHGOPMALUK, coaeprKallencs B
MHPOPMaALMOHHON cucteme, obnagatens uHdopmaumum (3aKasumka), onepaTopa U YNOJHOMOYEHHbIX
.

14.2. Knaccudukaums MHGOPMaLMOHHON cUCTEMbI NPOBOAMTCA B 3aBUCMMOCTM OT 3HAYMMOCTMU
obpabatbiBaemoli B Hel uHboOpmauMM M macwtaba MHOOPMALMOHHOW cucTembl (beaepanbHbIn,
pernoHasnbHbli, 06 HEKTOBbIN).

YCTaHaBAMBAOTCA TPWU KNacca 3alMWEHHOCTM WMHPOPMALMOHHOM CUCTEMbI, onpeaenstowme
YPOBHM 3aLUMLLEHHOCTM coaepyKalenca B Hel MHbopmaumn. Cambli HUSKUIM Knacc - TPETUIA, Camblin
BbICOKWI - NepBbli. Knacc 3almueHHOCTM MHPOPMALMOHHOW CUCTEMBI ONPeENAeTcs B COOTBETCTBUM C
npunoxxeHnem N 1 K HacToawmm TpeboBaHUAM.
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Knacc sawmweHHoctn onpegensetca Ana MHPOPMALMOHHOW CUCTEMbI B LLEAOM M, Npwu
HeobxoAMMOCTM, ANA ee OTAEeNbHbIX CEerMeHTOB (cocTaBHbIX 4acTei). TpeboBaHue K Khaccy
33LUMLLLEHHOCTUN BK/IIOYAETCA B TEXHMYECKOE 3aZaHne Ha co3gaHne MHPOPMALLMOHHOM cucTembl U (Mam)
TeXHMYEecKoe 3afaHue (Y4acTHoe TexHMYecKoe 3afaHue) Ha co3gaHuWe CUCTeMbl 3alLMTbl MHbOoPMauun
MHPOpPMaLUUOHHOM cucTeMbl, pa3pabaTbiBaemblie ¢ ydeTtom FOCT 34.602 "MHPopMmaLMOHHaAA TEXHOOTUA.
Komnnekc cTaHAapToOB Ha aBTOMATU3MPOBaHHble CUCTEMbl. TexXHWYecKoe 3agaHuMe Ha co3gaHue
aBTOMaTM3MpoOBaHHOM cuctembl" (ganee - TOCT 34.602), FTOCT P 51583 1 FTOCT P 51624.

Knacc 3awuiieHHoCcTM MHOOPMALMOHHOM CUCTEMbI MOANEXKUT MEePecMoTpy MNpu U3MEHeHUU
macwTaba HPoOPMaLNOHHOM CUCTEMBI UM 3HAYMMOCTU 0bpabaTbiBaeMoit B HElM MHbOPMaLMN.

Pe3ynbTaTtbl KnaccupuKaumm MHPOPMaLMOHHOM cucTeMbl 0HOPMAAIOTCA aKTOM Knaccudukaumm.

14.3. Yrpo3bl 6e30nacHOCTU MHPOPMALIMM ONPESENAIOTCA NO pe3y/ibTaTaM OLEHKN BO3MOXKHOCTEWN
(noTeHuMana) BHEWHUX W  BHYTPEHHUX HapywuTesnel, aHaiM3a BO3MOXKHbIX  YA3BUMMOCTEN
MHPOPMALMOHHON CUCTEMbI, BO3MOXKHbIX CNOCOBOB peannsaumm yrpos 6e3onacHocTM MHbopmauum u
nocneAicTsMii - OT  HapylleHMA CBOWCTB 6HesonacHoCcTM  MHpopmaumm  (KOHGUAEHLMANbHOCTH,
LEeNOCTHOCTH, AOCTYMHOCTH).

(8 pea. Mpukasa PCTIK Poccum ot 15.02.2017 N 27)

B KauecTBe WMCXOAHbIX MOaHHbIX ANA  onpedeneHusa yrpos 6esonacHocTM  WMHopmaLmm
ncnonbsyetrca 6aHK AaHHbIX yrpo3 6esonacHocT uHbopmaumm (bdu.fstec.ru), BeseHue KoToporo
ocyutecteanetca PCTIK Poccum B coOoTBETCTBUM € NoanyHKTOM 21 nyHKTa 8 MonoxeHua o PeaepanbHomn
cnyb6e No TeEXHUYECKOMY M SKCNOPTHOMY KOHTPOJIO, YyTBEPHKAEHHOTO YKaszom Mpe3sunaeHTa Poccuiickom
depepaunn ot 16 asrycta 2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTBa Poccuiickon denepaumm, 2004,
N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921; N 47, c1. 5431; 2012, N 7, cT. 818; 2013, N 26,
cT. 3314; N 53, c1. 7137; 2014, N 36, cT. 4833; N 44, ct. 6041; 2015, N 4, c1. 641; 2016, N 1, cT. 211)
(Banee - 6aHK AaHHbIX yrpo3 6esonacHoct MHbopmauun ®CTIK Poccun), a TakKe UHbIE UCTOYHMUKM,
cofeprkalme ceegeHunaA 0b ya3BMMOCTAX M yrpo3ax 6e30nacHOCTU MHpOopMaLLUK.

(ab3au, BBegeH Mpukaszom PCTIK Poccum ot 15.02.2017 N 27)



Mpu  onpegeneHMn  yrpo3  6e30MacHOCTM  MHPOPMALMM  YUMTLIBAKOTCA  CTPYKTYPHO-
dYHKLMOHabHbIE XapPaKTEPUCTUKM MHOOPMALLMOHHOM CUCTEMbI, BK/KOYAlOWME CTPYKTYpPYy W COCTaB
MHPOPMALMOHHOM CUCTEMDBI, GU3MYECKMe, Normyeckue, GYHKUMOHANbHbIE U TeXHONOrn4yeckue
B3aMMOCBA3M MeXAy CermeHTamu MHPOPMALMOHHOW CUCTEMbI, C WHbBIMU MHOOPMALMOHHbBIMM
cuctemamu M MHPOPMaLMOHHO-TEIEKOMMYHUKALMOHHBIMU CETAMU, PEXMMbI 06PaboTKN MHPOPMaLUK
B MHPOPMALMOHHOM CUCTEME W B ee OTAENbHbIX CErMeHTax, a TaKKe MWHble XapaKTepuCTUKK
MHPOPMALMOHHOM CUCTEMBI, NpUMeHAemMble MHOOPMALMOHHbIE TEXHONOTMW W OCOBEeHHOCTM ee
dYHKLMOHNPOBaHMA.

Mo pesynbTaTam onpegeneHns yrpo3s 6e30nacHOCTM MHbOpPMaLMM MNpU  HeobxogumMocTm
pa3pabaTbiBalOTCA PEKOMEHAALMU MO KOPPEKTUPOBKE CTPYKTYPHO-OYHKLMOHANBHbBIX XapaKTePUCTUK
MHOOPMALMOHHOW CUCTEMBI, HanpaB/ieHHble Ha B/I0KMpoBaHWe (HENTpann3aLmio) OTAeNbHbIX Yrpo3
6e3onacHoCcTU MHPopMaLMK.

Mogenb yrpo3 6e30nacHOCTM MHPOPMALMKU [OJSIKHA COAEPXKATb OMMCAHWE WHPOPMALMOHHOWM
CUCTEMbI U ee CTPYKTYPHO-QYHKLUMOHANbHbIX XapaKTEPUCTMK, a TaKKe onucaHue yrpo3 6esonacHocTu
MHbOPMALMK, BKIOYAKOLLEE OMUCAHWE BO3MOMKHOCTEM Hapywwuteneh (moaens Hapywwutens),
BO3MOMHbIX yA3BMMOCTEN MHPOPMALMOHHOM CUCTEMbI, CMOCOOOB peanmsaummn yrpos HesonacHocTu
MHbOpPMaLMM U NOCNeACTBMIA OT HapyLLUEeHMA CBOMCTB 6e3onacHoCTU MHbOopMaLUu.

Ons onpegenenuns yrpos 6esonacHocti MHGOpMauum 1 pa3paboTkmM moaenm yrpos 6esonacHocTu
MHPopMaLUM NPUMEHAIOTCA MEeTOAMYECKME AOKYMeHTbl, pa3paboTaHHble U yTBep:KaeHHble PCTIK
Poccun B cooTtBeTcTBMM C nognyHKkTom 4 nyHKTa 8 [lonoxeHua o PepepanvHoit cayxbe no
TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOJO, yTBepXAeHHoro Ykasom [lpesngeHta Poccuiickoit
depnepaunn ot 16 asrycta 2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTBa Poccuiickon denepaumm, 2004,
N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921; N 47, c1. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHMA K cucTeme 3aWmTbl MHGOPMALMM MHPOPMALMOHHOW CUCTEMbI ONPEaeNatoTCa B
3aBUCMMOCTM OT KJ/acCa 3alMILEHHOCTM WHPOPMALMOHHON cUCTeMbl M yrpo3 6e3omnacHocTU
NHOPMaLNK, BKNHOUEHHBIX B MOAENb Yrpo3 6e30nacHoCTM MHGopMmaumu.

TpeboBaHMA K cucteme 3awuTbl MHPOPMALMM MHOOPMALMOHHON CUCTEMbBI BKIKOYAIOTCA B
TEeXHMYEeCcKoe 3aJaHue Ha co3gaHne MHPOPMALMOHHOM CUCTEMBI U (MIM) TEXHMYECKOoE 3adaHue (4acTHoe
TEXHMYECKOe 3aJaHue) Ha Cco3gaHMe CUCTEMbI 3aluTbl MHbOPMaUMK MHPOPMALMOHHOM CUCTEMDI,
pa3pabaTbiBaembie ¢ yyetom FOCT 34.602, TOCT P 51583 u I'OCT P 51624, n gonKHbl B TOM 4yucie
cofeprKaTb:

uenb 1 3agaym obecneyeHmn 3aWwmTbl MHGOPMaLMKN B UHPOPMALMOHHOM CUCTEME;
KNacc 3alMLLLEHHOCTU MHOPMALIMOHHOM CUCTEMBI;

nepeyeHb HOPMATUBHbLIX TMPABOBbIX aAKTOB, METOAUYECKMX LOOKYMEHTOB W HALMOHAJIbHbIX
CTaHAapPTOB, KOTOPbIM 0/1*KHa COOTBETCTBOBATb VIHd)OpMaLI,VIOHHaH Ccncrtema;

nepevyeHb 06beKToB 3alnThbI MHd)OpMaLLMOHHOVI CncTembl,

TpeboBaHMA K Mepam M CPeacTBam 3aluuTbl MHPOPMALMK, NPUMEHAEMbIM B MHOPMALMOHHOM
cucTeme;

ctaamu (aTtanbl paboT) co3aaHMA CUCTEMbI 3aLLUTbI MHGOPMALIMOHHOW CUCTEMbI;
(ab3au, BBeaeH Mpukaszom PCTIK Poccum ot 15.02.2017 N 27)

TpeboBaHMA K MNOCTAaBAAEMbIM TEXHMYECKMM CpeacTBam, nporpaMmHomy obecneyeHuio,
CpeacTBam 3alWmTbl MHGOpMaLnu;
(ab3au, BBeaeH Mpukaszom PCTIK Poccum ot 15.02.2017 N 27)

dYHKUMM 3aKa3uyMKa M onepatopa no obecneyeHuto 3awmTbl MHGOPMaLUM B MHOOPMALMOHHOM
cuUcTeMe;



(ab3au, BBeaeH Mpukaszom PCTIK Poccum ot 15.02.2017 N 27)

TpeboBaHMA K 3aliMTe CcpeactB M cuctem, obecneyvBarowmx  GpyHKUMOHMPOBaAHUE
MHbOPMALMOHHOWM cucTembl (obecneunBatowLet MHOPACTPYKType);
(ab3au, BBeaeH Mpukaszom PCTIK Poccum ot 15.02.2017 N 27)

TpeboBaHMA K 3awuTe WHPOPMaAUMKM NpPU UHPOPMALMOHHOM B3aUMOLEWCTBUU C  MUHLIMU
NHPOPMALMOHHBIMU CUCTEMAMMN U MHDOPMALMOHHO-TENEKOMMYHMKALMOHHBIMWU CETAMM, B TOM YMC/E C
NHPOPMALMOHHBIMU CUCTEMAMM YNOJHOMOYEHHOIO ANLA, @ TaKKe NPU NPUMEHEHUU BbIYUCAUTENbHbIX
pecypcoB (MoLLHOCTEN), NPeaoCTaBAAEMbIX YNOJTHOMOYEHHbIM ULOM A1 06paboTkM MHbopmauunm.

Mpu onpeaeneHnn TpeboBaHUM K cucTeme 3awmTbl MHGOPMaAUUM MHOOPMALMOHHOM CUCTEMDI
YUMTBIBAIOTCA MNOMOMKEHUs NOAUTMK obecneveHns uHbOpPMaLMOHHOM 6HesonacHocTM obnagatena
nHbopmaumm (3aKasumnKa), a TakKe NOAUTUK obecneyeHma MHGOPMaUNOHHOM Be3onacHOCTK onepaTopa
M YNONHOMOYEHHOTO /MLA B YacTW, He MPOTMBOPeYallell NoAnTMKam obnagatens uHbopmaLmm
(3aKkasuuka).

(8 pea. Mpukasa GCTIK Poccum ot 15.02.2017 N 27)

PaspaboTKa cuctembl 3aWuTbl HGOPMALUN MHPOPMALMOHHONM CUCTEMDI

15. PaspaboTtka cuctembl 3awmtbl MHGOpMaLMM WHPOPMAELMOHHON CUCTEMbl OpraHusyeTca
obnagarenem nHbopmaunm (3akasumkom).

PaspaboTka cuctembl 3awuTbl MHOGOPMAUMKM MHOOPMALMOHHON CUCTEMBI OCYLLECTBAAETCA B
COOTBETCTBMM C TEXHUYECKMM 334aHMEM Ha Cco34aHne MHPOPMALIMOHHOM CUCTEMbI U (MIN) TEXHUYECKMM
3ajaHMemM (4aCTHbIM TEXHMYECKMM 33aJaHMeM) Ha COo34aHuMe CUCTEMbl 3aWuTbl  MHPOpMaLUK
nHpopmaunoHHoM cuctembl ¢ ydyetom [OCT 34.601 "WMHPopmaumoHHas TexHonorusa. Komnnekc
CTaHOAPTOB HAa aBTOMATU3UPOBAHHbIE CUCTEMbl. ABTOMAaTM3MpPOBaHHble cucTtembl. CTaamm cosgaHus"
(nanee - FOCT 34.601), FTOCT P 51583 1 TOCT P 51624 1 B TOM UMCNe BKAKOYAET:

NPOEKTUPOBaHME CUCTEMbI 3aLLUTbI MHGOPMaLMKU MHPOPMALMOHHOM CUCTEMDI;

pa3paboTKy  3KCM/IyaTaUMOHHOW  OOKYMEHTauMuM Ha  cucTemy  3awuTtbl  MHopmaunm
MHGOPMALMNOHHOW CUCTEMBI;

MaKeTMpoBaHMEe M TecTUpOoBaHME CUCTeMbl 3aluTbl MHPOPMAUUM UHDOPMALMOHHOM CUCTEMBI
(npn HeobxoanmocTh).

Cuctema 3awutbl MHOOPMAUMM MHPOPMALMOHHOM CUCTEMbI He [O0/IKHA MPEenATCTBOBaTh
AOCTUXEHMIO Lienelt co3aaHna MHGOPMaLMOHHOM cuctembl M ee GYHKLMOHNPOBAHMIO.

Mpn pa3paboTKe cUCTEMbI 3aLUTbl MHPOPMALUMM MHGOPMALMOHHOM CUCTEMbI YUUTbIBAETCA ee
MHPOPMaLMOHHOE B3aMMOZLENCTBME C MHBIMU MHPOPMALMOHHBIMU CUCTEMAMU U UHPOPMALMOHHO-
TENEKOMMYHUKALMOHHbIMW CETAMMW, B TOM YnCIE C MHPOPMALMOHHBIMK CUCTEMAMMK YNTOHOMOYEHHOTO
MUA, a TaKXKe TMNPUMEHEHWEe BbIMMC/AUTENbHLIX pPecypcoB  (MoOLWHOCTEN), NpefocTaBAfeMbIX
YNOJHOMOYEHHbIM NLOM AN 06paboTKM MHPOPMaL UK.

15.1. Mpu1 NPOEKTUPOBAHNM CUCTEMbI 3aLLUTLI MHGOPMALLMU MHPOPMALMOHHOM CUCTEMDI:

onpeaensaloTcsa TUNbl CybbeKkToB AocTyna (Nonb3oBaTenun, NPOLLECChl U MHble CybbeKTbl A0CTyna) 1
06bEKTOB A0CTyNa, ABAAOWMXCA Ob6beKkTaMu 3almTbl (ycTpolicTBa, 06bEKTbl ¢$alnoBOl CUCTEMDI,
3aMnycKaemble U UCMOJIHAEMble MOAYNN, OBBEKTbI CUCTEMbI ynpaBaeHUs 6aszaMu AaHHbIX, 06bEKTbI,
co3/1aBaemble NPUKAAAHbIM NPOrpaMmmMHbIM obecrneyeHUem, UHble 06beKTbI AOCTYNa);

onpeaenaloTca MeToApbl ynpasieHua AO0CTYNOM (AMCKPELMOHHbIW, MaHAaTHbIA, PONeBOn MK
MHble MeToabl), TUMbl AOCTyna (YTeHue, 3anucb, BbIMNOSHEHWE WUAM MHble TUMNblI AOCTyna) U npasuna
pasrpaHuYyeHUs AocTyna CcybbeKkToB AO0CTyna K obbekTam AocTyna (Ha OCHOBe CMUCKOB, METOK
6e30nacHOCTH, POJieit U MHbIX NPaBWA), NoaaexKaliue peannsauumn 8 UHGOPMaLMOHHOW cUCTEME;



BblbUpatoTcA mepbl 3alWnTbl MHPOpPMaLMKM, NoANeralme peanms3aumm B CUCTEME 3almThbl
nHpopmauum MHGOPMaLMOHHOMN CUCTEMDI;

onpenenarTca Buabl U TUMblI CPEACTB 3aLNTbI MHd)OpMaLI,MVI, 06ecneqMBarou.Lme peannsaymnio
TEXHUYECKUX MEP 3aLlNTbI MHd)OpMaLI,MM;

onpeaenseTca CTPYKTypa CMCTeMbl 3almTbl MHGOpMaUnmn MHGOPMALIMOHHON CUCTEMbI, BKIOYanA
cocTaB (KOAMYeCTBO) U MecTa PasMeLLEHUS ee 3/1IEMEHTOB;

ocylecTsaserca Bblbop cpeAcTs 3awWmuTbl MHPOPMALUN, CEPTUPULMPOBAHHBIX Ha COOTBETCTBUE
TpeboBaHMAM no 6esonacHOCTM WHPOPMaUMK, C Y4eTOM WX CTOMMOCTM, COBMECTUMOCTU C
MHPOPMALMOHHBLIMN TEXHOIOTUAMU U TeXHUYECKMMU cpeacTBamu, OyHKUMA 6He3o0nacHOCTU 3TUX
cpeacTs n ocobeHHOCTEN UX peanmnsalmm, a TakxKe Kaacca 3amieHHOCTU MHPOPMaLMOHHOM CUCTEMDI;

onpeaensaoTca TpeboBaHWA K MapameTpamM HacCTPOMKM nporpammHoro obecneyeHus, BKAtOYan
nporpammHoe obecrneyeHne cpeacTs 3alMTbl MHbOpPMaLMK, obecneunBaiollmMe peannsaumio Mmep
3aWmTbl MHOOPMaLMK, a TaKKe YCTPaHeHWEe BO3MOMKHbIX YA3BMMOCTEN MHOOPMALMOHHOM CUCTEMBI,
NPUBOAALLMX K BO3HUKHOBEHWIO Yrpo3 6e3onacHocTn MHbopMaLuuu;
(8 pea. Mpukasa PCTIK Poccum ot 15.02.2017 N 27)

onpeaensalTca mepbl 3aWwnTbl MHGOPMALMM NPU MHPOPMALMOHHOM B3aMMOAENCTBUN C UHBIMU
NHPOPMALMOHHBIMU CUCTEMAMMN U MHDOPMALMOHHO-TENEKOMMYHMKALMOHHBIMWU CETAMM, B TOM YMC/E C
NHPOPMALMOHHBIMU CUCTEMAaMM YNOJHOMOYEHHOIO ANLA, @ TaKKe NPU NPUMEHEHUU BbIYUCAUTENbHbIX
pecypcoB (MoLLHOCTEN), NPeaoCcTaBAAEMbIX YNOJTHOMOYEHHbIM ULOM A8 06paboTkM MHbopmauunm.

Pe3ynbTaTbl NPOEKTUPOBAHMA CUCTEMBI 3alWMTbl MHPOPMAUMK MHPOPMALMOHHOM CUCTEMDI
OTParKaloTCA B MPOEKTHON AOKYMEHTauMu (3CKM3HOM (TeXHWYeckom) npoekte u (mnm) B paboyei
OOKYMeHTauMn) Ha UHOOPMAULMOHHYI cuctemy (cuctemy 3awmTtbl MHbOPMAUUKM MHPOPMaLMOHHON
cuctembl), paspabatbiBaembix ¢ yyetom [OCT 34.201 "MHpopmaumoHHan TexHosorma. Komnnekc
CTaHOAPTOB HA aBTOMATU3MPOBAHHbIE CUCTEMbI. BUAbl, KOMNAEKTHOCTL M 0DOO3HaYeHUe AOKYMEHTOB
npu co3aaHnmM aBTOMaTU3NPOBaHHbIX cucTem" (ganee - FOCT 34.201).

MpoeKTHas [OKYMEHTauus Ha MHPOPMALMOHHYIO cucTeMy W (Mamn) ee cucTeMy 3awmThbl
NMHpOpMaLMKN Noa/exKaT COrnacoBaHUIO C onepaTopom MHGOPMALMOHHOM CUCTEMbI B C/lyYae, ecin OH
onpegeneH TaKoBbIM B COOTBETCTBMM C 3aKOHOAATe/NbCTBOM Poccuiickoint Peaepaumnm K MOMEHTY
OKOHYaHMA NPOEKTUPOBAHMA CUCTEMbI 3alUTbl MHOOPMALUM MHODOPMALMOHHOW CUCTEMBI U He
ABNAETCA 3aKa3UYMKOM AAaHHON MHPOPMALMOHHOM CUCTEMDI.

Mpu oOTCYTCTBUM HEobXOAMMbBIX CPeAcTB 3alWmTbl MHPoOpMaunK, cepTUPULUMPOBAHHBLIX Ha
cooTBeTcTBMe TpeboBaHMsm no 6esonacHocT MHPopmaumMu, opraHMlyeTca paspaboTka (mopaboTka)
CPeACTB 3alWMUTbl MHGOPMALUUN U UX CEPTUDUKALMA B COOTBETCTBMM C 3aKOHOAATENLCTBOM Poccuiickoi
denepaumn UM NPoON3BOANTCA KOPPEKTUPOBKA NMPOEKTHLIX PELIEHN MO MHGOPMALLMOHHON cucTeme U
(nnn) ee cucteme 3awmTbl MHGOPMAUMM C yYETOM QYHKLMOHANbHBIX BO3MOMKHOCTEN MMEIOLLMUXCA
cepTMdMLMPOBaAHHbIX CPEACTB 3aLLUTbl MHGOPMALMK.

15.2. Pa3paboTKa 3KCMIyaTaLMOHHOW [OKYMEHTAUMM Ha cucTeMy 3awutbl  MHPopmauum
NHPOPMALMOHHOM CUCTEMbI OCYLLECTBAAETCA B COOTBETCTBMM C TEXHWYECKMM 3adaHMeM Ha co3gaHue
MHPOPMALMOHHOM CUCTEMbBI U (MAK) TEXHUYECKMM 33JaHMeM (YacTHbIM TeXHWYECKMM 3adaHuem) Ha
CO3JaHue CUCTEMbI 3aLWUTbl UHPOPMaLUKN MHGOPMALMOHHOW CUCTEMDI.

dKcnayaTauMOHHaA AOKYMEHTAUMA Ha CUCTEMY 3amUTbl UHGOPMALUN MHGOPMALLMOHHOM CUCTEMBI
pa3pabaTbiBaetca ¢ ydyetom [OCT 34.601, FOCT 34.201 n IOCT P 51624 wn ponkHa B TOM 4ucne
cofeprKaTb OnNucaHue:

CTPYKTYpPbl CUCTEMbI 3aLLMTbI MHOOPMALMM MHGOPMALIMOHHOMN CUCTEMBI;

COCTaBa, MecCT YCTaHOBKH, NapamMeTpoB U nopAankKa HaCTpOﬁKM cpeacTts 3aWunTbl VIHd)OpMaLI,MM,
nporpammHoro obecneyeHuns U TeXHUYECKNX cpeancTs,;



npasua aKCnyaTaunn CUCTembl 3alUThI VIHd)OpMaLI,VIM MH(I)OpMaLI,MOHHOﬁ Cncrembl.

15.3. MpK MaKeTMPOBaHUN U TECTUPOBAHWUM CUCTEMbI 3aLMUTbl MHPOPMALUU MHGOPMALLMOHHOWM
CUCTEMBI B TOM YMC/IE OCYLLEeCTBAAIOTCA:

nposepka paboTocnocobHOCTM U COBMECTMMOCTM BbIGPaHHbIX CPEACTB 3aWmTbl MHGOPMaLUN C
MHPOPMALMOHHBIMU TEXHOIOTUAMM U TEXHUYECKUMU CPEACTBAMM;

NnpoBepKa BbIMNOJAHEHWA BbIOPAaHHbIMM CPEeACTBAMM 3aLNUTbl MHGOPMaLUUK TPeboBaHUI K cucteme
3alWNUTbI MHPOPMALMUN MHGOPMALLMOHHON CUCTEMDbI;

KOPPEKTMPOBKA NPOEKTHbIX peLleHuni, pa3paboTaHHbIX MPU CO34aHUN MHGOPMALMOHHOW CUCTEMDI
n (Mnmn) cucTembl 3alLmMTbl MHOPMALMU MHGOPMALIMOHHOMN CUCTEMBI;

ab3au, uckntoyeH. - Mpukas ®CTIK Poccum ot 15.02.2017 N 27.

MaKeTMpoBaHMe CUCTEMbI 3aLWNUTbl MHOPMALMM MHOPMALMOHHOWM CUCTEMbI U ee TeCTUPOBaHMUe
MOXeT MNpoBOAUTLCA B TOM YMCAe C WCNO/Ab30BaHMEM CPeaACTB M MEeTOAOB MOAENNPOBaHUA
NHPOPMALMOHHbBIX CUCTEM M TEXHONOTUIA BUPTYaNU3aLMNN.

BHeapeHWe cucTembl 3aWnUTbl UHPOPMaLUN MHPOPMALMOHHOM CUCTEMDI

16. BHeapeHue cucTembl 3alWMTbl MHOGOPMALMM WMHPOPMALMOHHOM CUCTEMBI OpPraHU3yeTcs
obnapgatenem nHbopmaLmnm (3akasumkom).

BHeapeHue cucTemMbl 3aWmTbl MHOOPMALMM MHOPOPMALMOHHOW CUCTEMbI OCYLLECTB/AETCA B
COOTBETCTBMM C MPOEKTHOM WM IKCMAyaTaUMOHHOM AOKYMEHTaumel Ha cucTemy 3awmTbl MHbOPMaL MK
MHPOPMALMOHHOM CUCTEMbI U B TOM YMC/IE BKIKOYAET:

YCTaHOBKY M HacTPOMKY CPeACTB 3amTbl MHGOPMaLumM B MHGOPMaLMOHHOMN CUCTEME;

pa3paboTKy AOKYMEHTOB, onpedenstolmx npasvaa M nNpoueaypbl, peanrsyemble OnepaTopom
ana obecneyeHuns 3aWmTbl HGOPMaLUKN B MHPOPMALMOHHONM CUCTEME B XO4E ee 3KCNyaTauum (aanee
- OpraHM3auUMoHHO-pacnopAAnUTEbHbIE AOKYMEHTbI NO 3awmTe nHbopmaumm);

BHEAPEHWE OPraHM3aLMOHHbIX Mep 3aLLUTbl MHGOPMALMK;
npeaBapuTesibHbIE UCMbITAHUSA CUCTEMbI 3aLLMTbI MHPOPMALMU MHGOPMALMOHHOMN CUCTEMBI;
OMbITHYIO 3KCN/yaTaLMIO CUCTEMbI 3aLLUTbl MHGOPMALUUN MHGOPMALLMOHHOW CUCTEMDI;

aHaNM3 yA3BMMOCTEN MHPOPMALMOHHOMN CUCTEMbBI U MPUHATUE MepP 3aLMTbl MHGOPMALMM MO MX
yCTPaHeHuo;

npnemoYHble NCnbliTaHMA CUCTEMbI 3aLLUNTDbI MHd)OpMaLI,MM MHd)OpMaLI,MOHHOﬁ cncrembl.

K BHeapeHWIO cuUCTeMbl 3aWuTbl UMHOOPMaUUU MHOOPMALMOHHOW CUCTEMbl MpuUBEKaeTcA
onepatop MHGOPMaLMOHHON CUCTEMbI B C/yYae, €ciM OH OnpeaeneH TakoBbiM B COOTBETCTBUM C
3aKoHodaTenbcTsom Poccuitickon Pepepaumm K MOMEHTY BHEAPEHUA CUCTEMbI 3alLMTbl MHPOPMALLUK
MHPOPMALNOHHOMN CUCTEMbI U He ABNAETCA 3aKa34YMKOM AaHHOM MHPOPMALIMOHHOM CUCTEMDI.

16.1. YcTaHOBKA WM HAcTpOWMKa CpPeAacTB 3alWuTbl MHOOPMauuM B MHPOPMALMOHHOW cuUcTeme
OO/IKHA MPOBOAMTBCA B COOTBETCTBUWM C 3IKCMAYATAaLLMOHHOW AOKYMEHTAuMel Ha cucTemy 3alumTbl
nHpopmauum MHGOPMALMOHHOM CUCTEMBI U AOKYMEHTALMEN Ha cpeacTBa 3almnTbl MHOpMaLMN.

16.2. PaspabaTtbiBaemble OpraHWM3aUMOHHO-pacnopAaUTENbHbIE AOKYMEHTbl MO  3awwmTe
NMHPOPMaLNN A0MKHbI ONPeaenaTb Npasuaa U NpoLeaypbl:

ynpassieHua (aGMUHUCTPUPOBAHUSA) CUCTEMOM 3aLWMTbl MHGOPMALNM MHOOPMALMOHHOM CUCTEMBI;



BbIAIBJIEHUS UHUMAEHTOB (O4HOrO COBbLITUA MAW TPYNMbl COBbLITUI), KOTOPbIE MOTYT MPUBECTU K
c60AM MM HapyleHUto GYHKLMOHUPOBAHMA MHPOPMALIMOHHOM CUCTEMBI U (MIM) K BO3HUKHOBEHMIO
yrpo3 6e3onacHoCcT MHGOPMALLMK (Lanee - UHUMAEHTbI), U pearnpoBaHnaA Ha HUX;

ynpaB/ieHua KoHourypaumer aTrecToBaHHOM MHOOPMALMOHHOW CUCTEMBI M CUCTEMBI 3aLUUTDI
nHbopmaunm MHGOPMALMOHHOM CUCTEMBI;

KOHTpoNs  (MoHMTOpMHra) 3a obecneyeHMem YPOBHA  3aWMLIEHHOCTM  UHbOpMaLUX,
cofepKallenca B MHPOPMALMOHHOM CUCTEME;

3aWmTbl MHGOPMaLMM MNPU BbiBOAE M3 3KCMAyaTaumm MHPOPMALMOHHOW CUCTEMbBI MAW nocne
NPUHATUA pelleHna 06 OKoHYaHUKM 06paboTKN MHbOopPMaLUW.

16.3. Mpu BHeAPEHWUM OPraHM3aLMOHHbIX Mep 3aLWnUTbl MHGOPMALMM OCYLLECTBASIOTCS:

peanunsaums nNpaBuA pasrpaHUYeHns AOoCTyna, pernameHTUPYoLWMX npaBa AoCTyna cybbekTos
Joctyna K obbekTam [A0CTyna, U BBeAeHMe OrpaHWyYeHuin Ha AeincTBMA MoJsib3oBaTesiel, a TaKKe Ha
M3MEHeHMe YCI0BUI SKCMIyaTaLmmn, coctaBa U KOHGUrypaLum TEXHUYECKUX CpeacTB U NporpamMmmMmHOro
obecneyeHus;

npoBepKka MNOMHOTbI W  AETafbHOCTM OMNWCaHWA B  OPraHM3aLMOHHO-PACNOPAAUTENbHbIX
JOKYMeHTax no  3awmte  MHOOpPMAUMM  AeWACTBMIA  nosb3oBaTeneid UM agMWHUCTPATOPOB
NHPOPMALMOHHOM CUCTEMbI MO PeannsaLmmn opraHN3aLMOHHbIX Mep 3alWuTbl HGopMaLuK;

oTpaboTKa AeNCTBUIN LO/KHOCTHBIX UL, M NMOAPA3Ae/ieHNn, OTBETCTBEHHbIX 33 Peannsauuio mep
3aLWMTbl MHGOPMALLUMK.

16.4. NpepBapuTenbHble UCNbITAHWUA CUCTEMbI 3aLLMTbI MHPOPMALUKM MHPOPMALLMOHHOW CUCTEMDI
nposoaatca ¢ ydetom [OCT 34.603 "MHdbopmaumoHHaa TexHonorma. Buapl uvcnbITaHUi
aBTOMaTM3MpPOBaHHbIX cuctem" (panee - FTOCT 34.603) M BKAOYAKOT NPOBEPKY paboTocnocobHoOCTM
CUCTEMbI 3alUTbl MHPOPMALMM WMHPOPMAUMOHHOM CUCTEMbI, A TaKKe TMPUHATUE pelleHua o
BO3MOHOCTM ONbITHOM 3KCMNyaTaLUmM CUCTEMbI 3aWmUTbl MHPOPMaLLMM MHGOPMALMOHHOMN CUCTEMBI.

16.5. OnbiTHaA 3KcnNayaTauusa CcUCTEMbl 3aWwmTbl MHPopMaumMm WHGOPMAUMOHHOM CUCTEMBI
nposoantca ¢ ydyetom [OCT 34.603 n BKAOYaAET MPOBEPKY PYHKLUMOHMPOBAHMA CUCTEMbI 3aLUUTHI
MHbopMaLUN MHGOPMALIMOHHOM CUCTEMBI, B TOM YMC/IE PeaNn30BaHHbIX Mep 3aWwunTbl MHPopmaLmm, a
TaK)Ke roTOBHOCTb NO/1b30BaTeNEN N aMUHUCTPATOPOB K IKCMNYyaTaLMM CUCTEMbI 3aLLMTbl UHGOPMaLUK
MHPOPMALMOHHOM CUCTEMBI.

16.6. AHanus yasBumocTe WHOOPMALMOHHOM CUCTEMbI MPOBOSUTCA B LEAAX OLEHKU
BO3MOKHOCTU MPEOA0AEHUA HAPYLINTENEM CUCTEMbI 3aLWUTbI MHPOPMaLMN MHDOPMALMOHHOW CUCTEMDI
W NpesoTBpaLLEHMA peanmsaumnmn yrpos 6e3onacHocTy MHpopmaLmu.

AHanus yasBMmocTel MHOOPMALMOHHOW CUCTEMbl BKAKOYAET aHaiM3 YA3BMMOCTEN CpeacTs
3alWMTbl MHPOPMALMKM, TEXHUYECKMX CpeacTB W nporpammHoro obecneyeHna WHPOPMaLMOHHOM
cUCTeMBI.

Mpn aHanuMse ya3BMMOCTEN WMHPOPMALMOHHOM CUCTEMbI MPOBEPAETCA OTCYTCTBME M3BECTHbIX
YA3BMMOCTEN CPEeACTB 3anTbl MHOPMALMK, TEXHUYECKUX CPEACTB M NporpammHoro obecrneyeHus, B
TOM YMC/e C Yy4eTOM MHPOPMaLMU, MMEIOWENca y paspaboTyMKkoB WM MONYYEHHOW U3  ApPYrux
06LLeA0CTYMHbIX UCTOYHMKOB, MPaBUIbLHOCTb YCTAHOBKM M HACTPOWMKM CPeacTB 3auTbl MHGOPMALLUK,
TEXHUYECKMX CPEACTB M MPOrpamMmMHOro obecrneyeHms, a TaKKe KOPPEKTHOCTb PaboTbl CpeacTB 3awmThbI
NHdOpPMaLMN NPU UX B3aUMOAENCTBUM C TEXHUYECKMMU CPeACTBaMU U NPOrpamMmmHbIM obecnedeHnem.

B cnyyae BbIfAB/EHUA yA3BMMOCTEN MHOOPMALIMOHHOW CUCTEMbI, NPUBOAALMX K BO3HUKHOBEHWUIO
AOMONHUTENbHbIX Yrpo3 6e3onacHocTM uHOOPMaLMM, NPOBOAUTCA YTOYHEHME MOoAenu Yyrpos
6e30MacHOCTM UHPOPMALUN U NPU HEOBXOAMMOCTU MPUHMMAIOTCA AOMONHUTENIbHbIE MEepbl 3alMTbl



MHd)OpMaLI,MM, Hanpas/ieHHbleé Ha YCTPaHEHWE BbIAB/IEHHDbIX Yﬂ3BVIMOCTel71 nnn  UCKAYawuwmne
BO3MOXHOCTb MCMO/Z1Ib30BaHUA HapyLwnuTenem BbiABIEHHbIX YH3BVIMOCTEI\/’1.

Mo pe3ynbTaTam aHanM3a yA3BUMOCTEN AOMKHO OblTb NOATBEPKAEHO, YTO B MHPOPMALMOHHOWM
cuUcTeme OTCYTCTBYHOT YA3BMMOCTHU, cogepawmeca B 6aHKe faHHbIX yrpos 6esonacHocTu MHpopmaLmm
®CTIK Poccuu, a TaKKe B UHbIX UCTOUYHUKAX, MU UX UCMNOJb30BaHWE (3KCMayaTauusa) HapyluuTenem
HEBO3MOXHO.

(ab3au, BBeaeH Mpukasom PCTIK Poccum ot 15.02.2017 N 27)

16.7. MpuemouHble WCMNbITAHUA CUCTEMbI 3alUMTbl UMHPOPMALUM UHOOPMALMOHHON CUCTEMDI
nposoaatca ¢ ydetom FOCT 34.603 n BKAKOYAOT NPOBEPKY BbINOAHEHUA TPeOOBAHUI K CUCTEME 3aLUNTDI
nHbopmauum MHGOPMALMOHHON CUCTEMbI B COOTBETCTBUM C TEXHMUYECKUMM 33JaHMEM Ha co3faHue
MHOOPMALMOHHOM cUCTEMBI U (MN) TEXHUYECKMM 3adaHMem (Y4acTHbIM TEXHUYECKMM 3aJaHuMem) Ha
CO3/laHMe CUCTEMbI 3aLLNUTbI UHPOPMALIUN MHPOPMALIMOHHOM CUCTEMBI.

ATTecTaums MHGOPMaLMOHHON CUCTEMbI U BBOA, ee B AeiCTBUe

17. Avtectaums WHOOPMALMOHHOM cUCTeMbl opraHusyeTca obnagatenem UWHopmauum
(3aKasumMKom) MM onepaTopom U BKAKOHYAET NPOBeAeHNEe KOMMAEKCa OPraHU3aUMOHHbIX U TEXHUYECKMX
MeponpuATUIA (aTTeCTaUMOHHbIX UCMbITaHWI), B pe3ynbTaTe KOTOPbIX MOATBEPNKAAETCA COOTBETCTBME
cUCTEMBI 3aLWNUTbI MHPOPMALMKM MHPOPMALMOHHOM CUCTEMbI HAacTOALWMM TpeboBaHUAM.

MpoBeaeHMe aTTeCTaLUMOHHbIX UCMbITaHNI MHPOPMALMOHHOW CUCTEMbI AOMKHOCTHLIMU NNLAMMU,
OCYLLECTBAAOWMMN  NPOEKTUpOoBaHMe U (MaM) BHeApeHWEe CUCTeMbl  3alunTbl  MHopmMmaLMn
MHPOPMALMOHHOMN CUCTEMbI, He AOoNyCKaeTcA.

(ab3ay, BBeaeH Mpukaszom PCTIK Poccum ot 15.02.2017 N 27)

17.1. B KayecTBe UCXOAHbIX AAHHbIX, HEOOXOANUMbIX 15 aTTecTaunm MHGOPMaLMOHHON CUCTEMDI,
MCNONb3YIOTCA MOAEeNb Yyrpo3 6e30nacHOCTM MHPOPMALMK, aKT KnaccuduKauunm MHPOPMaLMOHHOM
CUCTEMbI, TEXHWYECKOe 33afaHWe Ha co3faHue MHOOPMALMOHHOM CUCTEMbI U (MAKM) TexHUYecKoe
3afiaHMe (4acTHOe TexHMYecKoe 3afaHMe) Ha Co3JaHMe  CUCTeMbl  3awuTbl  MHopmaLmu
MHPOPMALMOHHON CUCTEMbI, MPOEKTHAA W IKCMIYaTAUMOHHAs AOKYMEHTAUMA Ha CUCTeMY 3aluTbl
MHOpMaLUN  MHOOPMALMOHHOM CUCTEMBI, OPraHM3aUMOHHO-pacnopaamTenbHble AOKYMEHTbl MO
3awmTe MHPOPMaUUK, pPe3yabTaTbl aHANM3a YA3BUMOCTEN MHGOOPMALMOHHON CUCTEMbI, MaTepuasnbl
npeaBapuUTeNbHbIX U MPUEMOYHBIX WCMABITAHUA CUCTEMBI 3alWnTbl MHPOpMaLMM MHPOPMALMOHHOM
CUCTEMbI, @ TaK¥Xe WHble [OKYMEHTbl, paspabaTbiBaemble B COOTBETCTBMM C HaACTOAWMMMU
TpeboBaHuaAMM.

17.2. Attectauma WMHGOPMALMOHHOM CUCTEMbI NPOBOAUTCA B COOTBETCTBMM C MPOrpaMmon M
MeTOAMKaMM aTTeCTaUMOHHbIX UCMbITAHMI A0 Havana 06paboTkM nHGopMaLnKM, nogaexallen 3awmTe B
MHPOpPMaUMOHHOM cucTeme. A npoBeAeHUA aTTectaumm MHPOPMALMOHHOMN CUCTEMbI NMPUMEHALOTCA
HaUMOHaNbHble CTAHAAPTbl, @ TAKXE MeToAMYEecKMe AOKYMEHTbl, pa3paboTaHHble U YTBEpPXKAEHHble
®CTIK Poccmmn B cOOTBETCTBMM C noAnyHKTOm 4 nyHKTa 8 [MonoxeHua o ®PegepanbHon cayxkbe no
TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOJO, yTBepXAeHHoro Ykasom [lpe3sngeHta Poccuiickoi
depepaunm ot 16 asrycta 2004 r. N 1085.

Mo pesynbTaTam aTTECTALMOHHbLIX WCMbITaHUIA OPOPMAAIOTCA MNPOTOKOAbI aTTeCTALMOHHbIX
WCNbITAHUIN, 3aK/OYEHME O COOTBETCTBUM MHPOPMALMOHHON cucTembl TpeboBaHMAM O 3almTe
MHbOPMAUMM M aTTecTaT COOTBETCTBMSA B C/yYae MOJIOKUTE/IbHbIX PEe3ynbTaToB aTTeCTaLMOHHbIX
NCNbITaHUNA.

Mpy npoBeAeHUW aTTeCTaLMOHHbLIX WCMbITAaHUA AOMKHbI NMPUMEHATBCA Caefylowmne MeToAbl
NPoBEPOK (McNbITaHMN):
(ab3au, BBeaeH Mpukazom PCTIK Poccum ot 15.02.2017 N 27)

9KCMEPTHO-AOKYMEHTA/IbHbIA MeToA, NpeAyCMaTPUMBAOWMIA NMPOBEPKY COOTBETCTBUA CUCTEMBI
3awmTthl MHboOpMauMM WMHOOPMALMOHHOM CUCTEMbI YCTAaHOBMAEHHbIM TpeboBaHMAM MO 3aluTe



MHPOPMALMKN, Ha OCHOBE OUEHKM  3IKCM/yaTaLMOHHOW  [AOKYMEHTauuMW, OpraHuM3auMoHHO-
pacnopsaaMTesibHbIX AOKYMEHTOB MO 3aWuTe MHPOpPMauLMWM, a TaKKe YCA0BUN YHKUMOHWMPOBAHWUA
MHGOPMALMOHHOW CUCTEMBI;

(ab3au, BBeaeH Mpukazom PCTIK Poccum ot 15.02.2017 N 27)

aHanu3 yA3BMMOCTENM WMHOOPMALMOHHOM CUCTEMBI, B TOM YWCIAE BbI3BAHHbLIX HEMPaBWU/IbHOM
HaCTpoMnKoW (KoHOUrypupoBaHMEM) NporpamMmmMmHoro obecneyeHms U cpeacTs 3awmTbl MHGOPMaLMK;
(ab3au, BBeaeH Mpukazom PCTIK Poccum ot 15.02.2017 N 27)

UCNbITaHWUA CUCTEMbI 3aLWmThI MHbOpPMaLUK nytem OCYyLLLEeCTBNEHUA NoMbITOK
HecaHKLMOHUPOBaHHOro aoctyna (Bo3aeictsma) K MHbOPMaLMOHHON cnucteme B 06Xxo4 ee cUCTEMbI
3aWuTbl MHGOPMaL MK,

(ab3ay BBegeH Mpukaszom PCTIK Poccum ot 15.02.2017 N 27)

17.3. JonyckaeTca aTtrectauus MHOOPMALMOHHOW CUCTEeMbl Ha OCHOBE pe3y/bTaToB
aTTeCTauMOHHbIX WCMbITAaHWI  BblaeNeHHOro Habopa CcermeHToB MHGOPMALMOHHOW  CUCTEMBI,
PEeaNU3yLWUX NOJTHYH TEXHOIOTUI0 06PaboTKM MHPOPMaL MM,

B aTOM cny4ae pacnpocTpaHeHue aTTectaTa COOTBETCTBUA Ha ApyrMe cermeHTbl MHGOPMaLMOHHOM
CUCTEMBI OCYLLECTB/IAETCA MPU YCIOBUM WMX COOTBETCTBUA CErMEHTaM MHQPOPMALMOHHOW CUCTEMDI,
npolueawnm aTTecTalMoOHHbIE UCMbITaHUA.

CermeHT cuyuTaetcA COOTBETCTBYHOLWWMM CETMEHTY VIH(I)OpMBLI,VIOHHOVI cucrtembl, B OTHOLWUEHUU
KOTOporo 6blnun nposeaeHbl aTTeCTallMOHHbIE UCNbITaHUA, eCNIN ANA YKa3aHHbIX CErMeHTOB YCTaHOB/1E€HbI
OANHaKOBbleé KNaCCbl 3aWMLLEHHOCTHN, YrpO3bl 6e3onacHocTH MHd)OpMaLI,MVI, peann3oBaHbl OANHAKOBbIE
NPOEKTHblIE peLlweHnAa no VIH(I)OpMBLI,VIOHHOVI cncreme n ee cucrteme 3alnTbl MHd)OpMaLI,VIM.

CooTBeTcTBME CErMeHTa, Ha KOTOPbIM pPacnpocTpaHAEeTCA aTTectaT COOTBETCTBUSA, CErMeHTy
MHPOPMALMOHHON CUCTEMbI, B OTHOLLIEHWW KOTOPOro Obliv NpoBefeHbl aTTeCTaLMOHHbIE UCMbITaHKS,
NnoATBEPKOAETCA B XO4e MNPUEMOYHbIX WCMbITaHUA WMHPOPMALMOHHOW CUCTEMBI UAU  CErMEHTOB
MHPOPMALMOHHOM CUCTEMBI.

B cermeHTax MHPOPMALMOHHOM CUCTEMbI, HA KOTOPble PacnpOCTPaHAETCA aTTecTaT COOTBETCTBUA,
onepatopom obecrneynBaeTcs CO6AOAEHUE 3KCM/IYaTaLMOHHON AOKYMEHTALMM Ha CUCTEMY 3alLMTbI
MHPOPMaLUN MHOPOPMALMOHHOW CUCTEMbI M OPraHM3aLMOHHO-PACMOPAAMTENbHBIX AOKYMEHTOB MO
3alwmTe nHdopmaumu.

OcobeHHoCTH atrecrtauumun VIHd)OpMaLI,VIOHHOﬁ CNCTemMbl Ha OCHOBE PE3y/aIbTaTOB aTTECTAUNOHHbBIX
NCNbITaHUM BblaeneHHoro Ha6opa €e CermeHToB, a TaKXe ycnoBMA M NOopAAOK pacnpoCTpaHeHUA
aTTeCTaTa COOTBETCTBUA Ha APYyrne CermeHTbl VIHd)OpMaLI,VIOHHOﬁ CnCTembl onpenenAarTca B nporpamme
N MEeTOOUNKaX aTTeECTAUNOHHbIX MCﬂbITaHMVI, 3aK/TIOYEHUN U aTTECTaTE COOTBETCTBUA.

17.4. MNoBTopHan aTrectauma MHGOPMALMOHHOW CUCTEMbI OCYLLECTBAAETCA MO OKOHYaHMKU CPOKa
AeNCcTBMA aTTecTaTa COOTBETCTBMA, KOTOPbLIM He MOMKET MpeBbllaTb 5 /eT, uAM MNoBblleHUsa Kaacca
3aLMLLEHHOCTM  WHPOPMAUMOHHOM cucTembl. Mpu  yBe/IMYEHUM COCTaBa Yrpos 6esonacHoCTU
MHPOPMaLUN UAN U3MEHEHUS NMPOEKTHbLIX PELIeHUI, peasn3oBaHHbIX NPU CO34aHMM CUCTEMbI 3aLLMUTbI
MHPOPMaLUN MHPOPMALMOHHOW CUCTEMbI, MPOBOAATCA LOMNONHUTE/IbHbIE aTTECTAaUMOHHbIE UCMbITAHUA
B pamKax AeMCTBYIOLLEro aTTecTaTa COOTBETCTBUA.

(8 pea. Mpukasa GCTIK Poccum ot 15.02.2017 N 27)

17.5. Bsoa B pgeinctBMe MHOPOPMALMOHHON CUCTEMBI OCYLLECTBASETCA B COOTBETCTBUMU C
3aKoHoaaTenbcTBOM Poccuiickon ®Pepepaumm 06 MHGopmaumm, MHGOPMALIMOHHBIX TEXHONOTUAX U O
3awmte nHpopmaumm n ¢ yuetom FOCT 34.601 1 npm HaNNYMK aTTecTaTa COOTBETCTBUA.

17.6. WNHbopmaunoHHble cucTembl, OYHKUMOHMpYyOWMe Ha 6ase obuwelt WHOPACTPYKTYpbI
(cpeacTs BbIMMCAUTENBHON TEXHUKM, CEPBEPOB TENEKOMMYHMKALMOHHOTO 060pya0BaHMA) B KadyecTse
NPUKNAAHbIX CEPBUCOB, NMOANENKAT aTTECTALLMM B COCTABE YKa3aHHOW MHPPACTPYKTYpbI.



B cnydyae, ecnM MHPOpPMaUMOHHAA cucTema cosgaeTcA Ha 6Hase uUeHTpa 06paboTKM AaHHbIX
YNO/NIHOMOYEHHOIO NNLA, TaKon UeHTp 06paboTKM AaHHbIX A0/MKeH b6biTb aTTecToBaH MO Kaaccy
3aLUMLLEHHOCTU HEe HUMKe Kaacca 3allMLULeHHOCTM, YCTaHOB/IEHHOrO A4 CO34aBaemoi MHPOPMaLMOHHOWM
CUCTEMBI.

Mpu aTTectaumMmM MHPOPMALMOHHOW CUCTEMbI AOKHbBI MCNOJIb3YIOTCA pPe3y/bTaTbl aTTecTaumnm
obuwein nHbpacTpyKTypbl onepatopa MHPOPMALMOHHON CUCTEMDI.
(n. 17.6 BBegeH Mpukaszom OCTIK Poccmm ot 15.02.2017 N 27)

ObecneyeHune 3aWmUTbl MHOOPMALMM B XO4€ IKCNAyaTaLUm
aTTeCcTOBaHHOM MHPOPMALMOHHOM CUCTEMDI

18. ObecneveHune 3aWmnTbl UHPOPMALUM B XO4€E IKCNAyaTaLUM aTTeCTOBAHHON MHPOPMALMOHHOM
CUCTEMbI OCYLLECTB/IAETCA OMNEPAaTOpPOM B COOTBETCTBMM C 3IKCM/YaTaLMOHHOW [AOKYMeHTaumen Ha
cuUcTeMy 3aWuUTbl MHPOPMALMM U OPraHM3aLUMOHHO-PACMNOPAANTENBHBIMU OOKYMEHTAMW MO 3aliuTe
MHPOPMALMN U B TOM UYNC/IE BKIOYAET:

ynpasneHve (agMMHUCTPUPOBAHME) CUCTEMOM 3awmTbl  MHGOPMaLMM  UHPOPMALUOHHOM
cUCTEMBI;

BblAB/IEHNE NHUNOEHTOB U pearmposaHmne Ha HUX;

ynpasneHue KoHoUrypaumel aTTecToBaHHON MHGOPMALMOHHOW CUCTEMbI U €€ CUCTEMbI 3aLUTbI
nHbopmaunu;

KOHTPO/b (MOHUTOPMHT) 33 0becneveHnem yPOoBHS 3alLMLLEHHOCTU MHPOPMaLMK, cogeprRaLenca
B MHPOPMALMOHHOM cuCTEME.

18.1. B xoge vynpaBneHua (aAMWHUCTPMPOBAHMA) CUCTEMOM  3alMTbl  MHPOpMauun
NHPOPMALMOHHOM CUCTEMbI OCYLLLECTBAAIOTCA:

3aBegeHMe UM yJafeHWe Y4YeTHbIX 3anuceli Mosb3oBaTenei, ynpaBieHWe MNOoJHOMOYUAMM
nonb3osatesneit MHPOPMALMOHHOM CUCTEMBI M MNOAAEPKAHME NpPaBUA pasrpaHUYeHus aocTyna B
MHGOPMALNOHHOM CUCTEME;

ynpasneHue cpeactsamu 3awmtbl MHbopmaumm B MHOOPMAULMOHHOM cCUCTeMe, B TOM 4ucie
napameTpamu HacTPOMKM NporpaMmmHoro obecrneyeHus, BKAOYasA NporpammHoe obecnedyeHne cpeacTs
3aWmMTbl  MHOOPMAUMKM, YynpaBAeHME Y4YeTHbIMM  3aMMCAMW  MONb30BaTesNei, BOCCTaHOB/AEHUe
paboTocnocobHOCTH CPeAcTB 3alnTbl MHOPMALMK, FreHepaLUuio, CMeHY U BOCCTaHOBAEHMWE Napoei;

yCTaHOBKa O6HOBAEHMI MpPOrpaMmHOro obecnedyeHusa, BKAOYaA MporpammHoe obecneyeHune
CPeACTB 3aWnTbl MHPOPMALMK, BbIMYCKAaeMbIX Pa3paboTumkamm (Npovs3BOAUTENAMM) CPEACTB 3aLUUTDI
NHPOPMaLMN UK NO MX NOPYUEHMIO;

LEeHTpann3oBaHHOe ynpaBieHUe CUCTEeMOW 3alnUTbl MHPOPMaUUU MHPOPMALMOHHOW CUCTEMDI
(npn HeobxoaumocTK);

pernctpaums W aHaamM3 cobbiTuit B MHPOPMALMOHHOM CcUCTEME, CBA3AHHbIX C 3aLLUTOM
nHbopmaunm (aanee - cobbiTva 6esonacHocTH);

nHpopmmpoBaHMe nosb3oBaTesneir 06 yrposax 6esonacHocTM WHbOpPMaLMKM, O MpaBuaax
3KcnayaTauuMm cucTembl 3almTbl MHGOPMAUMK MHPOPMALMOHHOW CUCTEMbI U OTAE/IbHbIX CPEeACTB
3aWmTbl MHPOPMaALMK, a TAKKe UX 0byYeHUe;

COMpOoBOXAeHME (YHKLUMOHWPOBAHMUA CUCTEMbI  3aWmUTbl  MHPOPMALMKM  MHGOPMALMOHHOM
CUCTEMBI B XOZ,€ €€ 3KCN/yaTaLmm, BKNHOYAA KOPPEKTUPOBKY 3KCMIyaTaLMOHHOW AOKYMEHTaUUKN Ha Hee
M OPraHN3aLMOHHO-PACTIOPAANTENbHBIX AOKYMEHTOB NO 3alLmTe MHGoOPMaLmK;



18.2. B xoe BblABNEHUNA UHLNAEHTOB U pearmposaHmnA Ha HUX OCYyLLECTBIAKOTCA:
onpegeneHune nmy, OTBETCTBEHHbIX 3a BbliAB/IEHNE NMHUNOEHTOB N pearnpoBaHmMe Ha HUX;

O6HapyKeHne U MAEHTUPUKALMA UHUMAEHTOB, B TOM 4YMCne OTKA3oB B obcnyxusaHum, cboes
(nepesarpy3oK) B paboTe TEXHWYECKUX CPEACTB, NPOrpaMmMHOro obecrnevyeHus U CpeacTs 3alUUTbI
nHPopmMaummM, HapyleHUn NpaBUN pasrpaHUYEeHMa AO0CTyna, HernpaBoOMEpHbIX AeWUCTBUIM no cbopy
MHOOPMALNKM, BHEOPEHUI BPEAOHOCHbIX KOMMbIOTEPHbLIX MPOrpamm (BMPYCOB) M WHbIX COObLITUA,
NPUBOAALLMX K BOSHUKHOBEHUIO MHLMAEHTOB;

CBOEBPEMEHHOe WHPOPMMPOBAHME NNL, OTBETCTBEHHbIX 33 BbIABAEHUE WHUMAEHTOB MU
pearMpoBaHuMe Ha HUX, O BO3HUKHOBEHMU UHLMAEHTOB B MHGOPMALMOHHOMN CUCTEME NOJIb30BATENAMM U
afAMWUHUCTPATOPaMMU;

daHaAn3 MHUMAEHTOB, B TOM 4ucne onpeageneHne MUCTOYHUKOB U NPUYUH BO3HUKHOBEHUA
MHUNOEHTOB, @ TaKXXe OUueHKa nx HOCﬂeACTBMﬁ;

NAaHUPOBAHME U NPUHATUE MEpP MO YCTPAHEHWUIO MHUMAEHTOB, B TOM YMC/le MO BOCCTAHOB/IEHUIO
MHPOPMALMOHHOM CUCTEMBI M ee CerMeHTOB B C/lydae OTKasa B o6CayKuBaHMM mau nocne cboes,
YyCTPaHeHo NoCcAeACTBUIA HapyLWeHNA NpaBMA pasrpaHUYeHns A40CTyna, HenpaBoOMepPHbIX AeMCTBUIM No
cbopy uHdopmauum, BHegpeHUA BPeAOHOCHbIX KOMMNbIOTEPHbIX NPOrpamm (BMPYCOB) M UHbIX COObLITUN,
NPMBOAALLMNX K BOSHUKHOBEHMIO MHLNAEHTOB;

nAaHUpPoOBaHNE U NPUHATUE Mep NO NpeaoTBpaLlLeEHNIO NOBTOPHOINO BO3HMKHOBEHNA MHUUOEHTOB.

18.3. B xoge ynpaBneHus KoHoMUrypaumeit attecToBaHHOMW WMHPOPMALIMOHHOM cUCTEMbl U ee
CUCTEMBI 3aLWLNUTLI MHPOPMALIMM OCYLLECTBASIOTCS:

nogaep’KaHne KoHurypauum MHGOPMaLMOHHON CUCTEMBI U ee CUCTEMbI 3aLlnTbl MHPOpPMaLLUK
(cTpyKTYpbl cMCTEMbI 3aWMUTbl MHPOPMALMN MHOOPMALIMOHHOM CUCTEMbI, COCTaBa, MECT YCTaHOBKU U
napameTpoOB HACTPOMKM CpeacTB 3almTbl MHGOPMaALUUM, NPOrpamMMHOro obecneyeHma U TEXHUYECKUX
cpeacTs) B COOTBETCTBMM C IKCMJIYaTALUMOHHOW AOKYMEHTauMel Ha cucTemy 3awmTbl MHopmaumm
(nopnepxaHne 6asoBon KoHdUrypaumm UHGOPMALMOHHOM CUCTEMbI M €e CUCTeMbl 3allMTbl
nHbopmauum);

onpeaeneHne v, KOTOPbIM paspelleHbl AeNCTBUA MO BHECEHWUID W3MeHeHWn B 6a3oByto
KOHUrypaumnto MHGOPMaLMOHHOM CUCTEMbI U €€ CUCTEMbI 3aLLUUTbl MHbOPMaLMK;

ynpasneHue UaMeHeHUsMU 6a30BoM KOHOUTypauMm MHGOPMALMOHHON CUCTEMbI U €e CUCTEMDI
3aWwmTbl  MHbOpPMaLMM, B TOM YUCAe oOnpegefieHne TUMOB BO3MOMHbIX W3MeHeHW 6a30BoW
KOHOUrypaumm MHGOPMALMOHHOW CUCTEMbI U €€ CUCTEMbI 3aWUTbl MHPOPMALNN, CAHKLMOHUPOBAHME
BHECEHMA U3MEHeHUI B 6a30BY0 KOHOUTypaLmo MHPOPMALMOHHON CUCTEMBI U €€ CUCTEMbI 3aLLMUTbI
nHPopmauum, AOKYMEHTUPOBaHWE AEUCTBUIN MO BHECEHUIO U3MeHeHMN B 6a3oByl0 KOHUrypauuto
MHPOPMALMOHHON CUCTEMBI U €€ CUCTEMBI 3aLUUTbI MHPOPMALLIMK, COXPaHEHUE AAHHbIX 06 U3MEHEHUSAX
6a30BoV KOHPUTrYpaunum MHPOPMALMOHHOM CUCTEMBI U €€ CUCTEeMbI 3aWMTbl MHGOPMALIMK, KOHTPO/b
OeNCTBUIN MO BHECEHUIO M3MeEHeHWI B 6a30Byl0 KOHUrypauuto MHGOPMALMOHHOM cUCTeMbl U ee
CUCTEMbI 3aWUTbl MHPOPMaLMK;

aHann3 NoTeHUMaNbHOTro BO3AENCTBUA MNAAaHMPYEMbIX WM3MEHeHW B 0a30BOM KOHUrypauuu
WHGOPMALMOHHON CUCTEMbI M €e CUCTEMbI 3alnTbl UMHOOPMauMM Ha obecneyeHWe 3alLMTbI
MHbOPMALMKM,  BO3HUKHOBEHME  AOMONMHUTENbHbIX  yrpo3  6H6e3onacHocTM  UHpopmaumm U
paboTocnocobHOCTb MHGOPMALMOHHOMN CUCTEMDI;

onpeaeneHne napameTpoB HACTPOMKM MPOrpamMmMHOro obecrnedyeHus, BKAKOYAA MPOrpammHoe
obecneyeHne cpeacTs 3alWMTbl MHPOPMALMM, COCTAaBa WM KOHOUIypauMM TEXHUYECKUX Cpeacts W
nporpamMmmHoro obecnevyeHus A0 BHeCeHMA U3MeHeHUI B 6a30Byt0 KOHOUIypaumo MHPOPMALMOHHOM
CUCTEMbI U €€ CUCTEMBI 3aLLUTbI UHPOPMaLUK;



BHeceHue nHbopmauunm (gaHHbIX) 06 MaMmeHeHUax B 6a30BOM KOHOUIypaumMm MHPOPMALIMOHHOM
CUCTEMBI M €ee CUCTeMbl 3aWwuTbl MHGOPMALMKM B 3IKCMIYaTALMOHHYIO OOKYMEHTALMI0 Ha cucTemy
3aWmTbl MHPopMaumm MHPOPMaLMOHHON CUCTEMDI;

NPUHATUE peleHus Mo pesy/abTaTaM YMpaB/ieHWs KOHQWrypaumein o MNOBTOPHOM aTTecTauuu
MHPOPMALMOHHOM CUCTEMbI UM NPOBEAEHUM AOMNOAHUTENbHbIX aTTECTALMOHHBIX UCMbITaHUMA.

18.4. B xoae KoHTponAa (MOHUTOpPMHra) 3a obecneyeHnem ypoBHA 3aLLMLLEHHOCTM MHPOpMaLmH,
cogepallenca B UHGOPMaLMOHHOMN CUCTEME, OCYLLECTBAAIOTCA:

KOHTPO/Ib 3@ COObITMAMM 6e30MacHOCTM W AeNCTBUSMM MOoJsib30BaTesne B MHPOPMALMOHHOWN
cuUcTeMe;

KOHTPOb (aHaNM3) 3aWMWweHHOCTM MHGOPpMaL MK, cogepKalienca B UHGOPMALLMOHHOM cCUCTEME;

aHa/NM3 M OUEeHKa ¢YHKUMOHMPOBAHUA CUCTEMbI 3alWuTbl UHPopMauun WMHGOPMALMOHHOM
CUCTEMBI, BK/IOYAs BblABAEHME, aHaNM3 U YCTPaHEeHWe HeAOCTaTKoB B GYHKUMOHUPOBAHUM CUCTEMBI
3aWmTbl MHPopMaumm MHPOPMaLMOHHON CUCTEMDI;

nepuoaMyeckMn aHaan3 M3MeHeHua yrpo3 b6es3onacHocT WHPopmauum B MHPOPMALMOHHOWN
cucTeMe, BO3HMKAKLWMX B XOA4E ee 3KChayaTauuu, U NpuUHATME Mep 3awuTbl UHOPMALUKM B cCiyvae
BO3HWMKHOBEHMSA HOBbIX Yrpo3 6e3onacHocTn MHbOopMaLmu;

OOKYMEHTUPOBaHWE Mpouesyp W pPe3ynbTaToB KOHTPOAA (MOHWUTOpMHra) 3a obecneyeHnem
YPOBHSA 3aLLUMLLEHHOCTM MHGOPMaLMK, cCoAeprKallenca B MHGOPMALMOHHOW cucTeMe;

NPUHATUE peLlleHuA Mo pe3ynbTaTaM KOHTPOAA (MOHWTOPWMHra) 3a obecnevyeHWem YpOBHA
3aWMLLEHHOCTM  UHOOPMauuM o pJopaboTke (MoAepHU3auMu) cUCTeMbl  3aWmUTbl  MHPOPMaLUK
MHPOPMALMOHHOM CUCTEMbI, NMOBTOPHOM aTTecTaumnm MHGOPMALMOHHON CUCTEMbBI MM MPOBEAEHUMU
AOMNOIHUTENbHBIX ATTECTALMOHHbIX UCMbITAaHUIA.

ObecneyeHune 3aWwmTbl MHGOPMALMM NPU BbIBOAE U3 SKCMyaTauum
aTTeCTOBAHHOM MHGOPMALMOHHON CUCTEMbI MW NOCAE NPUHATUSA
pelweHns 06 OKoOHYaHNK 06pPabOTKM MHPOPMaL MK

19. ObecneyeHue 3awmTbl WHOOPMAUMM MpPM BbIBOGE W3 IKCMAyaTauUM aATTECTOBAHHOWM
MHPOPMALMOHHOM CUCTEMBI MAWU MOCAE NPUHATUA pelleHns 06 oKoHYaHuM 0b6paboTKM MHPopMmauum
OCYLLECTB/IAETCA OMepaTopomM B COOTBETCTBUM C IKCM/YaTaUMOHHOW AOKYMEHTaUMen Ha cuctemy
3aWmTbl  MHPopmaUMM  UHPOPMALIMOHHOM  CUCTEMbI W OPraHM3aLUMOHHO-PACMNOPAAUTENBHBIMM
OOKYMeHTaMM Mo 3awmTe MHGOPMaLMM U B TOM YMCE BKAKOYAET:

apXMBMpPOBaHME MHPOpPMaALUK, coaepKallerica B UHGOPMALMOHHOM CUCTEME;

YHUUTOXKEHME (CTMpaHWe) A[aHHbIX W OCTaTOYHOW MHOPOPMALMM C MaLMHHBIX HOCUTenel
MHbOPMALUM U (UNIN) YHUUTOXKEHNE MALLMHHbBIX HOocUTenel nHGopmauum.

19.1. ApxvBMpoBaHME MHPOPMALMKN, COAEpPNKALENCA B MHGPOPMALMOHHOW CUCTEME, AOJIKHO
OCYLLECTBAATLCA NPU HEobX0AMMOCTM AanbHelero MCNonb30BaHUA WHGOpPMaUUM B AEATENbHOCTU
onepaTopa.

19.2. YHUYTOXKEHUe (CTUpaHWe) AaHHbIX U OCTaTOYHOM MHPOPMALMM C MaLUHHBLIX HOCUTENen
UHPOPMaLMKN MPOU3BOAUTCA MPU HEOBXOAMMOCTM Mepesayun MaLLUMHHOFO HocuTena WHdopmauum
ApYyromy nonb3oBaTeNito MHGOPMALMOHHOW CUCTEMbI UM B CTOPOHHWE OPraHM3auMu A1 PEMOHT],
TEXHUYECKOTo 06CNYXKNBAHUA AW AANbHENLLETO YHUUTOXKEHNA.

Mpu BbIBOAE U3 IKCMIyaTaUMM MALUMHHbIX HOCUTEIel MHGOPMALLMKM, Ha KOTOPbIX OCYLLECTBASINCD
XpaHeHue M o06paboTKa MHPOpPMaLUKM, OCYLLECTBAAETCA GU3INUYECKOE YHUUTOMKEHWE 3TUX MaLIMHHbIX
HocuTenen nHbopmaunu.



lll. TpeboBaHUA K mepam 3alnTbl MHOPMALMK, coaepKaLleinca
B MHGOPMALMOHHOM cucTeme

20. OpraHM3aUMOHHble W TexHWYeckne mepbl 3aWuTbl UHPOPMaLUKN, peannsyemble B
MHPOPMALMOHHOM CUCTEME B PamMKax ee CMCTeMbl 3aluTbl MHOOPMALMK, B 3aBUCMMOCTM OT Yrpos
6e3onacHOCTM  MHOOPMALMM, WCMONb3YEMbIX MHOOPMALMOHHbBIX TEXHONOTMA U CTPYKTYPHO-
dYHKLMOHANbHBIX XapaKTEPUCTUK MHPOPMALMOHHOW CUCTEMbI AOIKHbI 06ecrneunBaTs:

MAEHTUDMKAUMIO U ayTeHTUPUKaLMIO CybbEKTOB A0OCTYNa U OOBEKTOB AOCTYN3;
ynpasaeHue AoCTynom cybbekToB AoCTyna K 06bekTam A0CTynNa;

orpaHuMyeHue NPOrpammMHoON cpeasl;

3aLUUTY MaLUUHHbIX HOCUTeNen nHpopmaumm;

peructpauuto cobbitnii 6esonacHocTy;

QHTUBMPYCHYIO 3aLLMTY;

obHapyKeHue (NpenoTBpaLLeHMe) BTOPKEHN;

KOHTPOb (aHaM3) 3aWMLWLEHHOCTU MHDOPMaLMK;

LLeNOCTHOCTb MHPOPMALUMOHHOM CUCTEMBI U MHPOpPMALMK;

[O0CTYNHOCTb UHPOPMALLUN;

3aLUTY cpeabl BUPTYanm3aumm;

3aLUUTY TEXHUYECKUX CPEACTB;

3aLWnUTY MUHGOPMALLMOHHOW CUCTEMDI, €€ CPEACTB, CUCTEM CBA3M U Nepesayn AaHHbIX.

CoctaB mep 3awmuTtbl MHPopMauum M umx 6a3oBble HaboOpbl A1A COOTBETCTBYHOLMX K/accoB
3aLUMLLEHHOCTN MHPOPMALMOHHBIX CUCTEM NpUBeAeHbl B npuaoxeHun N 2 K HactToawmm TpebosaHuaAM.

20.1. Mepbl no MaeHTUOMKAUMM M ayTeHTUdMKauMmM cybbeKkToB AocTyna M o6bekToB AOCTyna
OOMKHbI  obecneumBaTb npucBoeHMe cybbeKkTam KM obbeKTam [O0CTyna YHMKaJbHOIO MpuU3HaKa
(npeHTMdUKaTOpa), cpaBHEHWE NpeabABAsemMoro cybbekTtom (06bekTom) gocTyna uaeHTUuduKaTopa ¢
nepeyHem NPUCBOEHHbIX MAEHTUOUKATOPOB, @ TaKKe NPOBEPKY NPUHALNEKHOCTU CYOBbEKTY (0OBEKTY)
A0CTyna npeabABAeHHOro UM UaeHTUdUKaTopa (noaTeepKAeHUEe NOANNHHOCTH).

20.2. Mepbl MO ynNpaB/ieHUIO AOCTYNOM CybbeKTOB [0CTyna K O6beKTaM [0oCTyna AOJIKHbI
obecneynsaTb ynpaBneHve npasamu M NPUBUAETMAMM CyObEKTOB AOCTyna, pasrpaHuWyeHWe AocCTyna
CyObeKTOB A0CTYNa K 06bekTam 40CTyna Ha OCHOBE COBOKYMHOCTM YCTAHOB/EHHbIX B MHPOPMaLMOHHOM
cUCTEMe NPaBWU pasrpaHMYeHnn L0CTyna, a Tak:Ke obecneymBaTb KOHTPO/b COBOAEHUA 3TUX NPaBU.

20.3. Mepbl N0 OrpaHMYEHU0 NMPOrpPaMMHON cpeabl A0MXHbI 0becneunBaTb YCTaHOBKY M (Mau)
3anyCcK TOJIbKO pPAa3peLleHHOro K WCMNO/Ab30BaHW0 B WMHOOPMALMOHHOM cucTeMe NpPOrpaMMHOro
obecneyeHns WAM UCKAOYATb BO3MOMKHOCTb YCTAHOBKM M (MAM) 3amnycKka 3anpeleHHoro K
MCMNO/b30BaHMIO B UHPOPMALMOHHOM CMCTEME NPOrpaMmmHoro obecrnedyeHums.

20.4. Mepbl Mo 3aWMTe MaLIMHHbLIX HOocuTenen nHbopmaunn (cpeacrTsa ob6paboTkM (XxpaHeHus)
MHPOPMALMKN, CbEMHbIE MALWIMHHbIE HOCUTENM WHPOPMaUUM) AOMKHBI WMCKAKOYATb BO3MOMKHOCTb
HEeCaHKLMOHNPOBAHHOrO AOCTyMNa K MAlMHHbIM HOCUTENAM M XpaHAWENca Ha HuUX nHdopmaumu, a
TaKKe HeCaHKUMOHWPOBAHHOE UCMO/b30BaHNE CbeMHbIX MALWMHHbIX HOCUTEIel MHbOPMaL MK,



20.5. Mepbl no perucTpaumm cobbiTMii H6e30MacHOCTM AO0NXHbI obecneunBaTb cHOp, 3anuce,
XpaHeHVe U 3alnTy MHPopMaLUn o cobbiTuax 6e30MacHOCTM B MHPOPMALMOHHOM CUCTEME, A TaKXKe
BO3MOKHOCTb MPOCMOTPA M aHa/IM3a MHGOPMALLMM O TAaKUX COBBLITUAX U pearMpoBaHue Ha HUX.

20.6. Mepbl N0 aHTUBMPYCHOM 3aLMTe A0MKHbI 0becneunsatb obHapyKeHne B UHGOPMALMOHHOWM
cMcTeME KOMMbIOTEPHbIX Nporpamm AMbo MHOM KOMMbOTEPHON MHPOpMaAUUM, NpeaHa3HAYeHHON ana
HECaHKLUMOHNPOBAHHOIO YHUUTOXEHUA, BNOKMPOBaHMA, MoAUdUKALMU, KOMMPOBAHUA KOMMbIOTEPHOM
MHOPMALMN UAN  HENTpanus3aumMm CcpeacTs 3almMTbl MHPOPMALMM, a TaKKe pearMpoBaHWe Ha
o6Hapy»KeHue 3TUxX Nporpamm n nHGopmaLmu.

20.7. Mepbl nNo O06HapyKeHW0 (NpPeaoTBPALLEHWUIO) BTOPMKEHUM A0NXHbI obecnedynsaTb
obHapyKeHMe paeincTBuid B UHOOPMALMOHHOM CUCTEME, HampaB/ieHHbIX Ha MpeaHaMepeHHbI
HECaHKLMOHMPOBAHHbIN A0CTYN K WMHPOpMaumu, cneumanbHble BO3AENCTBMA Ha MHQPOPMALMOHHYIO
cuctemy M (Mam) MHoopmaLumio B Lensx ee A06biBaHWUA, YHUUTOXKEHUS, UCKAXKEHUA U BNOKMPOBaHUA
A0CTyna K MHGopMaLMK, a TaKKe pearnpoBaHune Ha 3TM AeUCTBUA.

20.8. Mepbl MO KOHTPOAO (aHanM3y) 3aWMLWEHHOCTM WHPOPMauuM A0JKHbI obecneunsaTb
KOHTPO/1b YPOBHA 3alWMLWEHHOCTU MHbOPMaLMK, coaepralleinca B MHGOPMaLMOHHON cucteme, nytem
npoBeAeHNA MeponpUATUIA MO aHaNM3y 3aLMLLEHHOCTM MHOOPMALMOHHOW CUCTEMbBI U TECTUPOBAHMIO
€e CMCTeMbl 3aWuTbl UHPOpMaLUN.

20.9. Mepbl no obecneyeHunto LeAOCTHOCTU MHPOPMALMOHHOM CUCTEMbI U MHOOPMALMU OOMKHbI
obecneumBaTb  OOHapy)KeHWe  GaKTOB  HECAHKUMOHWMPOBAHHOINO  HapyweHuA  LEesoCTHOCTU
MHOOPMALMOHHOM CUCTEMbI U CcoAepKawencs B Hen WHOOPMAUMKM, a TaKKe BO3MOMKHOCTb
BOCCTAHOB/IEHNA MHDOPMALMOHHOMN CUCTEMbI U coaepKallelnca B Helt MHpopmauuu.

20.10. Mepbl no obecneyeHUto AOCTYMHOCTM MHOpMaALMM  OOMXKHbI  obecneymBaTb
aBTOPU30BAHHbIN [0CTYN MNO/b30BaTesNel, MMELWMX NpaBa Mo TakoMy AocTyny, K uHdopmauumu,
copepawenca B MHOOPMALMOHHOM  cUCTeMe, B  LWITAaTHOM  pexume  GYHKUMOHWPOBAHMA
MHPOPMALMOHHOM CUCTEMBI.

20.11. Mepbl NO 3aWuTe cpelbl BUPTYANMU3AUUN AOSKHbI UCKAOYATb HECAHKLMOHUPOBAHHbIM
[ocTyn K uHPopmauum, obpabaTbiBaemold B BUPTyasbHON MHPPACTPYKTYpPE, M K KOMMOHEeHTam
BMPTYasibHON MHQPACTPYKTYPbI, a TaKKe BO34eNCTBME HA MHPOPMALMIO U KOMMOHEHTbI, B TOM Yucae K
cpeacTBamM  yNpaB/ieHUA  BUPTYaNbHOW  MHOPACTPYKTYPO, MOHMTOPY  BUPTYaNbHbIX  MALIWH
(rMnepBuM3opy), cucTeme XpaHeHUA [HaHHbIX (BKAtoYas cucTemMy XpaHeHus o6pasoB BUPTYaNbHOM
MHOPACTPYKTYpPbI), CeTM nepefayu [aHHbIX 4Yepe3 31eMeHTbl BUPTyanbHOW wan  GU3MYecKo
WMHOPACTPYKTYPbl, FOCTEBBIM OMEPALMOHHBbIM CUCTEMAM, BUPTYaNbHbIM MalMHAM (KOHTeHepam),
CUCTEME M CEeTU PEenauKaumu, TEePMUHANbHbIM M BUPTYaNbHbIM YCTPOMCTBAM, a TaKXKe cuctTeme
pe3epBHOro KOMMPOBAHWUA U CO34,aBaeMbIM €0 KOMUAM.

20.12. Mepbl NO 3aWMUTE TEXHUYECKUX CPEACTB AO0J/Hbl MCKAKOYATb HECaHKUMOHWPOBAHHbIN
AOCTYN K CTauMOHapHbIM TEeXHUWYECKMM cpeacTBam, obpabaTbiBalolwmMm MHOOPMALMIO, CpeacTBam,
obecneumBaowmm GyHKUMOHMpPOBaHME MHGOPMALMOHHOW cucTemMbl (ganee - cpeactBa obecneyeHus
bYHKLMOHNPOBaHMA), U B MOMELLEHUA, B KOTOPbIX OHW NMOCTOSHHO PACMOJIOMKEHbI, 3aLLMTY TEXHUYECKUX
CPeACTB OT BHEWHWX BO3AEUCTBMI, a TaKXe 3awuty uHbopmauuu, NpeacTaBleHHOW B Buae
MHPOPMATUBHbIX 3/IEKTPUYECKMX CUTHANOB U GU3NYECKMX NONEN.

20.13. Mepbl no 3awmte MHGOPMALMOHHOM CUCTEMbI, €e CPeacTB, CUCTEM CBA3M M Nepenauu
OaHHbIX A0/KHbl obecneumBaTb 3awuMTy WHPoOpMauuM nNpu B3aMmoAencTBUM WHPOPMALNOHHOM
CUCTEMbI UNN ee OTAENbHbIX CEFMEHTOB C UHBIMW MHOOPMALMOHHBIMU CUCTEMAMN U MHPOPMALLMOHHO-
TENIEKOMMYHUKAUMOHHBIMW  CETAMM NOCPEACTBOM MPUMEHEHUA aPXUTEKTYPbI MHPOPMaLMOHHON
CUCTEMDbI, NPOEKTHbIX PeLeHN Mo ee cucTemMe 3alnTbl MHPOPMaLMK, HAaNPaBNEHHbIX Ha obecneyeHune
3aWwmTbl MHPOPMaLMK.

21. Bbibop mep 3almTbl MHGOPMALMM ANA UX Peannsaumnmn B MHGOPMaLMOHHOM cuCTeME B pamKax
€e CMCTeMbl 3alWuTbl UHPOPMaLMK BKAOYAET:



onpeaeneHve 6asoBoro Habopa Mep 3alWMTbl WMHPOPMaAUMKM O1A YCTAHOBJIEHHOrO Kiacca
3aLUMLLEHHOCTY MHPOPMALMOHHOW CUCTEMbI B COOTBETCTBMM C 6a30BbIMM Habopamu mep 3aLUTHI
HopMauun, npmueeaeHHbIMM B NpuaoxKeHun N 2 K HacToawmm TpeboBaHUAM;

afjantauuio 6asoBoro Habopa mep 3aWWTbl MHPOPMAUMKM MPUMEHUTENIBHO K CTPYKTYPHO-
dYHKLMOHANbHBIM XapaKTepmucTMkam WHPOPMaLMOHHOM cucTeMbl, MHOOPMALMOHHBLIM TEXHONOTMUAM,
ocobeHHOCTAM PYHKUMOHMPOBAHNA MHOOPMALMOHHON cUCTEMBI (B TOM 4YMcne NpeayCcMaTpMBatoLLyO
UCKNtouyeHne u3 6a3oBoro Habopa mep 3alWMTbl MHPOPMALUKM Mep, HEenoCPeACTBEHHO CBA3AHHbLIX C
MHPOPMALMOHHBIMU  TEXHONOTUAMM, HE WCMONb3YEMbIMA B WHPOPMALMOHHOW CUCTEME, WU
CTPYKTYPHO-OYHKLMOHAIbHBIMM XapaKTepUCTUKaMM, He CBOMCTBEHHbIMU MHGOPMALLMOHHOW CUCTEME);

YTOYHEHWEe aganTMpoBaHHOro 6asoBoro Habopa Mep 3alWnTbl MHPOPMALMM C Y4ETOM He
BblIOpaHHbIX paHee mep 3aWwuTbl MHGOPMAUMKM, NPUBELAEHHbIX B MNpuaoxeHun N 2 K HacToAMM
TpeboBaHMAM, B pe3ynbTaTe Yero OonpeaenArTcas Mepbl 3alWuTbl MHPOpmaLMK, obecneumBsatowme
610KMpoBaHUe (HelTpanus3aumto) Bcex yrpo3 6e3onacHocTM MHPOPMaLMK, BKAKOYEHHbIX B MOAENb
yrpo3 6esonacHocTn nHbopmaLuuu;

AONO/IHEHNE YTOYHEHHOro aganTUnpoBaHHOIoO 6asoBoro Haﬁopa Mep 3aluTbl VIHd)OpMaLI,VIVI
mepampy, O6ECI‘Ie‘-IMBaI'O|J.I,MMVI BblMNO/IHEHUE TpE6OBaHMl\/’1 O 3auwuTe MHd)OpMaLI,VIVI, YCTaHOB/1IEHHbIMMW
MHbIMN HOPMATUBHbIMU NMPaBOBbIMUA aKTaMW B obnactu 3alNTbI VIHd)OpMaLI,VIM, B TOM uucne B obnactm
3aWnTbl NEPCOHA/IbHbIX AaHHbIX.

Onsa Bolbopa Mmep 3awmTbl UHOOPMALMM ANA COOTBETCTBYIOLWLErO K/Aacca 3alULLEHHOCTU
WHGOPMALMOHHON  CUCTEMbI  MPUMEHAIOTCA  METOAMYECKME  [OKYMEHTbl, pa3paboTaHHble U
yTBepaeHHble PCTIK Poccum B cOOTBETCTBMU € NoanyHKTOM 4 nyHKTa 8 MNonoxkeHna o PepepanbHoi
cnyxbe No TEXHNYECKOMY M SKCMOPTHOMY KOHTPOJIO, YTBEPKAEHHOTO YKasom lMpesungeHta Poccuinckom
depgepaunm ot 16 aBrycta 2004 r. N 1085.

22. B vH)OPMALMOHHOM CUCTEME COOTBETCTBYHOLLErO Kaacca 3alUMLEHHOCTM B pamKax ee
CUCTEMbI 3aWNUTbI MHOOPMALMM AOXKHbI ObITb peann3oBaHbl Mepbl 3alLMTbl MHPOPMALLMK, BbIOPaHHbIE
B COOTBETCTBMM C MNyHKTOM 21 HactoAwmx TpeboBaHMit u obecneumsatowme 610KMpoOBaHME
(HeMTpannsaymio) Bcex yrpos 6esonacHoCcTM MHpopmaumu.

Mpn 3ToM B MHOGOPMALMOHHOM cucTeMe [O/KeH OblTb, KaK MWHUMYM, pPeann3oBaH
a4anTMpoBaHHbIN 6a30Bblt Habop mep 3awWmTbl MHGOPMALMKM, COOTBETCTBYIOLWMIA YCTaHOBAEHHOMY
Knaccy 3amLLeHHOCTU MHPOPMALLMOHHOM CUCTEMDI.

23. MpK HEBO3MOXKHOCTU peanu3aumm B MHPOPMALMOHHOW CUCTEME B PAMKax ee CUCTEMbI
3aWMTbl UHPOPMALMN OTAENbHbBIX BbIOPaHHbIX Mep 3aWwuTbl MHPOPMALMKM Ha 3Tanax aganTauuu
6a30B0ro Habopa mep 3aWnUTbl MIHOOPMALUMN NAK YTOUHEHUA afanTMPOBaAHHOrO 6asoBoro Habopa mep
3aWMUTbl MHGOPMALMKN MOTYT Pa3pabaTbiBaTbCA MHblE (KOMMEHCUPYIOLWLME) MePbI 3aLUTbl MHPOPMALUNK,
obecneumnBatoume aseKkBaTtHoe 610KMpoBaHue (HelTpannsaumio) yrpos 6esonacHoCcTM MHdOpMaLUUK.

B aTom cnyyae B xoge paspaboTKM cucTembl 3alwmTbl MHGOPMaLMM MHGOPMALLMOHHOM CUCTEMDI
AONXKHO 6bITb NpoBeAeHO 060CHOBaHME NPUMEHEHNA KOMMEHCUMPYIOLWMX Mep 3alLMTbl MHbOpMaLMK, a
NpW aTTecTaUMOHHbIX UCMbITAHUAX OLEHEeHa A0CTaTOYHOCTb M aAeKBAaTHOCTb AaHHbIX KOMMNEHCUPYOLWMX
mep ana 610KkMpoBaHuA (HenTpanusaumm) yrpos 6esonacHocTM MHGOpPMaLUK.

24. Mepbl 3alWmTbl MHGOPMALMK BbIBUPAIOTCA M peanmnsytoTca B MHPOPMALMOHHON cucTeme B
paMKax ee cMcTeMbl 3aWuTbl MHGOPMaLMK C y4eTomM yrpo3 6e30nacHOCTU MHPOPMaLUN NPUMEHUTENBHO
KO BCcem ObbeKTamM M cybbeKkTam [OCTyna Ha annapaTHOM, CUMCTEMHOM, MPUKNALHOM W CETEBOM
YPOBHSX, B TOM YMC/e B cpeae BUPTYanm3aLmm n 061auHbIX BbIMUCNEHUIA.

25. OpraHu3aumoHHble Mepbl W cpeacTBa  3aWuUTbl  MHbOPMALUKM, MPUMEHSIEMblE B
MHPOPMALMOHHOM CUCTEME, AOMKHbI 0becneymBaThb:

B MHd)OpMaLI,VIOHHbIX cuctemax 1 Knacca 3aWMUWLEHHOCTU - 3alnTy OT Yyrpos 6esonacHocTH
MHd)OpMaLI,MM, CBA3aHHbIX C AEI\;ICTBMF!MVI HHPYLUMTEHEVI C BbICOKMM NOTEHUNANIOM;



B MHd)OpMaLI,VIOHHbIX cMcTemax 2 Kjaacca 3alWMULEeHHOCTU - 3alnTy OT Yyrpos 6esonacHocTH
VIHd)OpMaLI,VIVI, CBA3aHHbIX C ,D,EI\;ICTBVIHMM Hapyu.MTeneM C noTeHUunanom He HMe yCuneHHoro 6a30|30ro;

B MH(I)OpMaLI,VIOHHbIX cMctemax 3 Kjaacca 3alWMULEeHHOCTU - 3alnTy OT Yyrpos 6esonacHocTH
MH(I)OpMaLI,MM, CBA3aHHbIX C AEﬁCTBMﬂMM HHPYLUMTEHEVI C NOTEHUMNANIOM HE HUNXKe 6asoBoro.

MoTeHUMan HapywuTene onpeaensieTcs B XO4e OLEHKM MX BO3SMOXKHOCTEWN, MPOBOAMMONM Mnpwu
onpeaeneHnn yrpos 6e30MacHOCTM MHOOPMALMM B COOTBETCTBMM C MNYHKTOM 14.3 HacToALMX
TpeboBaHui.

Onepatopom MOXeT 6biTb MPUHATO pelleHMe O MPUMEHEHMM B MHPOPMALMOHHOMN cucTeme
COOTBETCTBYIOLLErO K/acca 3aLUMLLEHHOCTM Mep 3awmTbl MHOOPMALMKM, 06ecneynmBatolmx 3awmTy ot
yrpos 6e3onacHoOCTU MHGOPMALLMK, Peann3yemblX HapywmnTenamm c 6osee BbICOKUM NOTEHLMANOM.

(n. 25 B pea. Mpukasa PCTIK Poccmm ot 15.02.2017 N 27)

26. TexHUYecKkrMe mepbl 3alWmTbl MHGOPMALLMM PEaNM3yIoTCA NOCPEeACTBOM NPUMEHEHUA CPeacTB
3aLWMTbl UHPOPMALMK, B TOM YMC/Ie MPOrPaMMHBbIX (MPOrpaMmHO-anmnapaTHbIX) CPEACTB, B KOTOPbIX OHU
peann3oBaHbl, UMEIOLLMX Heobxoanmble GyHKUMKM 6e3onacHoCcTu. Mpu aTom:

B VIHd)OpMaLI,VIOHHbIX cuctemax 1 Knacca 3alMLLEHHOCTM NMPUMEHAIKOTCA CpeacTtBa 3alnTbl
MH(I)OpMaLI,MM He HMXe 4 Knacca, a TaKxe cpenctea BbIYMC/IUTENIbHOM TEXHUKN HE HUXKe 5 Knacca,

B MHd)OpMaLI,MOHHbIX cuctemax 2 Kaacca 3alMLLEHHOCTU NMPUMEHAIOTCA CpeacTBa 3alnTbl
VIHd)OpMaLI,VIVI He HUXKe 5 Knacca, a TakXKe cpeacTsea BbIYMCAUTENDBHON TEXHUKM HE HUXKE 5 Knacca,

B MHCI)OpMaLI,MOHHbIX cnuctemax 3 Kaacca 3alMLLEHHOCTU NMPUMEHAIOTCA CpeacTBa 3alnTbl
VIHd)OpMaLI,VIVI 6 KNnacca, a Takxe cpeactea BbIYNCAUTENBHOMN TEXHMKM HE HUMKe 5 Knacca.

B MHPOpMaLMOHHBIX cucTemax 1 M 2 KNaccoB 3aWMWEHHOCTU NPUMEHAIOTCA CPeACTBA 3alUTbI
UHPopMaumMn, npoleawne MPOBEPKY He HUKe Yem Mo 4 YpPOBHIO KOHTPOAA OTCYTCTBUA
HeZeKNapnpPOBaHHbIX BOSMOXKHOCTEN.

Knacchbl 3awmTbl onpenenatoTca B COOTBETCTBUM C HOPMATUBHbIMU MpaBosbiMmu akTammn GCTIK
Poccuun, nsgaHHbIMM B COOTBETCTBMM € noanyHKTom 13.1 nyHKTa 8 MNonoxkeHns o ®enepanbHoit caybe
Mo TEXHWUYECKOMY M 3KCMOPTHOMY KOHTPO/IO, YTBEpPXKAEHHOro YKasom [pesnpgeHta Poccuinckoit
degepaunm ot 16 aBrycta 2004 r. N 1085.

B  uHOOPMAUMOHHBIX  cUCTemMax  MPUMEHAIOTCA  cpeacTBa  3alumMTbl  MHbOpMauuu,
cepTuduuMpoBaHHbIe Ha COOTBETCTBME 0bfA3aTenbHbiM TpeboBaHUsaM no 6e3onacHoCTU MHbOpPMaLLUK,
ycTaHoBneHHbIM PCTIK Poccum, mManm Ha COOTBETCTBME TpeboBaHMAM, YKasaHHbIM B TEXHUYECKUX
ycnoBusax (3agaHusax no 6esonacHoctu). Mpu atom dyHKUMM 6€30MaCHOCTU TaKUX CPeACTB AOJIXKHbI
obecneunBaTb BbINO/IHEHME HacToALMX TpeboBaHWMIA.

(n. 26 B pea. Mpukasa PCTIK Poccmm ot 15.02.2017 N 27)

27. B cnyyae o06paboTkn B MHPOPMALMOHHON cucTeme WHPOPMALUKN, CoAeprKallel
nepcoHasnbHble AaHHble, peannsyemble B COOTBETCTBUM C NyHKTamu 21 n 22 HactoAwmx TpeboBaHui
Mepbl 3aLWnTbl MHGOPMaLMK:

AN MHOPMALMOHHOM cucTembl 1 Knacca 3awmuieHHoct obecneumBatoT 1, 2, 3 U 4 ypoBHM
3aWMLEHHOCTM NePCOHaNbHbIX OAaHHbIX <1>;

<1> YcTaHaB/AMBaEeTCA B COOTBETCTBUM € TPebOBaHUSAMM K 3aLLMTe MepPCOHasbHbIX AAaHHbIX NPU UX
06paboTke B MHOOPMALMOHHbIX CUCTEMAX NEPCOHANbHBIX AAHHbIX, YTBEPHKAEHHbIMU NOCTaHOBAEHUEM
Mpasutenbctsa Poccuinckon Pegepaunm ot 1 Hoabpa 2012 r. N 1119.



ANA MHPOPMaLMOHHOM cucTeMbl 2 Kiacca 3awmuweHHocTn obecneumsatoT 2, 3 M 4 ypoBHM
3aLMLLEHHOCTM NEPCOHAbHbIX AaHHbIX <*>;

ANA MHOOPMALMOHHOW cucTemMbl 3 Kjacca 3awmuweHHocT obecneunmBatoT 3 M 4 ypoBHMU
3aLLMLLEHHOCTM NEPCOHA/bHBIX AaHHbIX <*>;

ab3au, uckntodeH. - Mpukas PCTIK Poccmm ot 15.02.2017 N 27.

28. Mpn Mcnonb3oBaHUM B MHGOPMALMOHHbBIX CUCTEMAX HOBbIX MHGOPMALMOHHbIX TEXHOOTUI U
BbIABNIEHUWN AOMNO/IHUTE/bHbIX Yrpo3 6€30MacHOCTU MHOPMaLMK, ANA KOTOPbLIX He onpeaeneHbl mepsbl
3aWmTbl MHGOPMALMKM, AOMKHbI pa3pabaTbiBaTbCA KOMMNEHCUMPYIOLLME MePbl B COOTBETCTBMMU C MYHKTOM
23 HacTtoAwmx TpeboBaHUN.

MpunoxkeHne N 1

K TpeboBaHMAM 0 3aWmTe MHOPMaLUN,

He COCTaBNAIOLLEN rOCYAapPCTBEHHYIO TAMHY,
CoAeprKaLLenca B rocysapCTBEHHbIX
MHPOPMALMOHHbBIX CUCTEMAX

ONPEAENIEHWUE KNACCA 3ALLMWEHHOCTU MHOOPMALMOHHOM CUCTEMBbI

CNUCOK U3MEHAIOLLMX AOKYMEHTOB
(8 pea. Mpukasa PCTIK Poccum ot 15.02.2017 N 27)

1. Knacc 3awmiieHHocTn nHopmaumoHHOW cuctembl (nepsbii Knacc (K1), BTopoit Knacc (K2),
Tpetuin Knacc (K3)) onpegensetca B 3aBMCMMOCTM OT YPOBHA 3HauyMmocTn uHdopmauum (Y3),
obpabaTtbiBaemoit B 3TOM MHPOPMALMOHHOM cucTeme, U MacwTaba MHPOPMAUMOHHOM CUCTEMBI
(denepanbHbIi, perMoHanbHbI, 0ObEKTOBbIN).

(8 pea. Mpukasa PCTIK Poccum ot 15.02.2017 N 27)

Knacc 3awmueHHocTn (K) = [ypoBeHb 3HaUMMOCTN MHPOPMaLMK; macluTab cuctembl].

2. YpoBeHb 3HauyMMOCTU MUHPOPMaLMKU onpeaenserca CTeneHbld BO3MOMKHOro yuepba ans
obnagatena wHbopmaumm (3aKasumKa) u (Mamn) onepatopa OT HaApyweHus KoHOUAEHUMaNbHOCTU
(HenpaBomepHble [OCTYN, KOMMPOBAHWE, MNPeaoCTaBAEHME WM  PACnpPOCTPaHeHUe), LefoCTHOCTM
(HenpaBomepHble YHUUTOXKEHME WA  MOAMDUUMPOBAHME) WAM  [OCTYNHOCTM (HenpaBomepHoe
610KMpoBaHUe) MHbopmaLUum.

Y3 = [(KoHPUAEeHUMANbHOCTb, cTeneHb yulepba) (LenocTHocTb, cTeneHb yulepba) (AoCTynHOCTD,
cTeneHb ywepba)],

roe creneHb BO3MOXKHOrO yuiepba onpegensetca obnagatenem MHGopmauum (3aKasumkom) u
(nnn) onepaTopom camocCTOATENbHO IKCMEPTHLIM UM UHBIMW METOAAMM U MOXKET BbITb:

BbICOKOW, €CAn B pe3y/bTaTe HapylueHWs OAHOro U3 CcBOWCTB 6e30macHoCTU WMHdopmaLUn
(KOHPUMAEHUMANBHOCTM,  LL@NOCTHOCTH, AOCTYMHOCTM)  BO3MOMKHbI  CYyLIECTBEHHble  HeraTusHble
nocneAcTBuA B COLMAZIbHOW, NONIMTUYECKON, MEKAYHAPOLHOW, SKOHOMUYECKOM, PUHAHCOBOM MU UHBIX
obnactax pgestenbHoctTM U (Man) MHbOpPMaLMOHHaAA cuctema w  (nam) onepatop (obnagaTenb
MHPOPMaLMKN) HE MOTYT BbINONHATL BO3/NOXEHHbIE HAa HUX QYHKLNNK;

cpefHel, ecnn B pesynbTate HapylleHMs OAHOro u3 ceBoncts 6e3onacHocT MHbopMauuu
(KOHPMAEHUMANBHOCTU, LLENOCTHOCTU, AOCTYMHOCTN) BO3MOXHbI YMepeHHble HeraTuBHble NoceacTBUA
B COLMANbHOW, MOSIUTUYECKOWN, MEXAYHAapOAHOMN, SKOHOMMYECKON, GDMHAHCOBOMW MAM UHbIX 0BnacTaX



aeatenbHocT U (nam) nHbopmaumoHHas cuctema u (nam) onepatop (obnagatens MHPopmaLmm) He
MOTYT BbINOHATL XOTA 6bl OfHY M3 BO3/0XEHHbIX Ha HUX QYHKLMIA;

HU3KOW, ecnn B pesynbTaTe HAPyLWeHUA OAHOro M3 cBOMCTB 6e3onacHocTn WHdopmaumm
(KOHPMAEHUMANBHOCTM, LLEJIOCTHOCTU, AOCTYMHOCTM) BO3MOMKHblI HE3HauyuTesbHble HeraTuBHble
NnocneacTBus B COLMANbHOM, NOIUTUYECKON, MEeXKAYHAPOAHOW, 3KOHOMNYECKOMN, GMHAHCOBOM UM UHbIX
obnactax pestenbHoctTM U (MAn) MHPOpPMaUMOHHaA cuctema w (nan) onepatop (obnapaTens
MHbOPMALNM) MOTYT BbINOJIHATL BO3/I0XKEHHbIE HAa HUX GYHKLUUM C HEAOCTaTOYHON 3PPEKTUBHOCTLIO
UAN BbINONHEHME GYHKLMUIN BO3MOXKHO TO/IbKO C MPUBEYEHNEM AONONHUTENbHbIX CUA U CPEACTB.

NHdopmauma uMeeT BbICOKMI ypoBeHb 3HaumMmocTu (Y3 1), ecam xota 6bl 414 OAHOrO M3 CBOWCTB
6e30MacHOCTM MHPOPMALUKN (KOHPUAEHLMANBHOCTU, LLESIOCTHOCTU, AOCTYMHOCTH) ONpeaeneHa BbiCOKan
cTeneHb yuwepba. UHbopmauusa numeer cpeaHUin yposeHb 3HauMmocTtu (Y3 2), ecnm xota 6bl 41a 04HOro
M3 cBoMcTB 6e3onacHocT WHbopmaumm (KOHOMAEHUMANBHOCTU, LENOCTHOCTW, AOCTYNHOCTW)
onpeeneHa cpegHas cteneHb ywepba n HeT HM OAHOro CBOWCTBA, 4J/1 KOTOPOro onpeAeneHa BbiCOKan
cTeneHb ywepba. MHPopmauma MMeeT HU3KUIA ypoBeHb 3HauMmoctu (Y3 3), ecnm ana Bcex CBOWMCTB
6e3onacHoCTM MHGopMaLMK (KOHOUAEHLMANBHOCTH, LLEeNOCTHOCTH, AOCTYMHOCTN) onpeaeseHbl HU3KMe
cTeneHu ywepba.

A63au, uckatoyeH. - MNpukas PCTIK Poccuu ot 15.02.2017 N 27.

Mpu 06paboTke B MHPOPMALIMOHHONM cucTeme ABYX U Bonee BUAOB MHPOpMaLUKM (cnyxKebHan
TaliHa, Hanoroeas TaHa M WMHble YCTAaHOB/EHHbIE 3aKOHOAATeNbCTBOM Poccuiickon dPepepaumn Buabl
MHPOPMALMKN OFPAHNYEHHOIO A0CTYNA) YPOBEHL 3HAUMMOCTM MHbOpMaLmm (Y3) onpeaenatcs oTAeNbHO
ONs Kaxkaoro Bnga nHoopmaunun. UTorosbii ypoBEHb 3HAYMMOCTM MHPOpPMaLMKM, obpabaTbiBaemoi B
MHPOPMALMOHHON CUCTeMe, YCTaHABAMBAETCA MO HAMBLICWUMM 3HAYE€HUAM CTENeHW BO3MOXKHOIO
ywepba, onpeaeneHHoiM AnA KOHOUMAEHLMANbHOCTH, LENOCTHOCTW, AOCTYMHOCTM WHbOpMauuu
Kaxkaoro Buaa MHdopmaLmu.

3. UHdopmaumoHHas cucTtema mmeet degepanbHbii MaclwTab, ecim oHa ¢GyHKUMOHMPYET Ha
TeppuTopun Poccuitickon depepaumn (B npegenax ¢enepanbHOro oKpyra) U MMeEeT CermeHTbl B
cybbeKkTax Poccuiickon Pegepaunn, MyHUUMNANbHbIX 0Opa3oBaHUAX M (MIM) opraHM3aUmSX.

NHPopMauMOHHAA cuUCTeMa MMeeT pPervoHasibHblii MacwTab, eciv oHa ¢QYHKLMOHWPYET Ha
Tepputopun cybbekta Poccuiickon Pegepaumm M MMeeT CermeHTbl B OAHOM WAM  HECKOJSIbKUX
MYHMLMNANbHbIX 06Pa3oBaHUAX U (MAKN) NOABEAOMCTBEHHBIX M MHBIX OPraHM3aLMsX.

NHdopmaLMoHHan cMcTeMa MMeeT 0OBEKTOBbLIN MaclwTab, ecnr oHa GYHKUMOHUPYET Ha 0b6beKTax
ofHoro ¢denepanbHOro opraHa rocyAapCTBEHHOM BNACTW, OpraHa rocyAapCcTBEHHOM BNACTM cybbekTa
Poccuiickolt ®epepaumm, MyHULMNAAbHOTO 06pa30BaHMA U (MAK) OPraHN3aLMKN U HE UMEET CEFMEHTOB B
TEPPUTOPMA/IbHBIX  OpraHax, npeacTaBUTenbCTBax, OGuaManax, MnNoABEeAOMCTBEHHbIX W WHbIX
opraHusaumax.

4. Knacc 3almieHHOCTM UHGOPMaLMOHHOM CUCTeMbI onpeaenaeTca B COOTBETCTBUM ¢ Tabaumuei:

YpoBeHb 3HAYMMOCTH MacwTtab MHGOPMaLNOHHON CUCTEMBI
nHbopmaumm
depepanbHbIn PernoHanbHbIN Ob6BbEKTOBbIN
y31 K1 K1 K1
Y32 K1 K2 K2
y33 K2 K3 K3

(tabnnua B pea. Mpukasa ®CTIK Poccum ot 15.02.2017 N 27)



MpunnoxkeHne N 2

K TpeboBaHMAM 0 3awmTe nHGopmaLmK,

He COCTaBNAIOLLEN rOCYAapPCTBEHHYIO TAMHY,
COLeprKaLLENCA B roCcyAapCTBEHHbIX
MHGOPMALMOHHbBIX CUCTEMAX

COCTAB
MEP 3ALLNTbI UHPOPMALIMN N NX BA3OBbIE HABEOPbI
A1 COOTBETCTBYIOLLEIO K/TACCA 3ALLMLLEHHOCTU
NHPOPMALMOHHOW CUCTEMBI

CNUCOK N3MEHAIOLLMX AOKYMEHTOB
(8 pea. Mpukasa PCTIK Poccum ot 15.02.2017 N 27)

YcnoBHoe Mepbl 3aLWmMTbl MHGOPMALMM B UHOOPMALLUOHHbIX CUCTEMAX Knaccbl
o0b03HayeHne 3aLLMLLEHHOCTH
N Homep MHGOpPMaLMOHHOM
Mepbl cucTembl
3 2 1

I. UaeHTMdMKauma u ayTeHTMdMKaLMA cyObeKToB AoCTyNa 1 06bekToB aoctyna (MAD)

NA®.1 NpoeHTUPMKauma u  ayTeHTUPMKauma nonb3osaTenen,| + + +
ABNAOWMXCA PaboTHNMKaMK onepaTopa

NAD.2 NoeHTUdMKaumMa w ayTeHTUPUKauMA YCTPOMCTB, B TOM + +
yncae CTauMOHAPHbIX, MOBUIbHBIX U MOPTATUBHBIX

NAD.3 YnpasneHne maeHTudMKaTtopamu, B TOM 4Yucie co3gaHue,| + + +
NPUCBOEHME, YHUUTOXKEHNE UAEHTUUKATOPOB

NAD.4 YnpaBneHve cpefacTBamMu ayTeHTUOMKALMM, B TOM unucne| + + +
XpaHeHue, BblAaya, UHWUMANM3aLMsA, BNOKMpPOBaHUE cpeacTs
ayTeHTMOUKALMM U NPUHATUE Mep B C/yyae yTpaTbl U (Maun)
KOMNpoMeTauumn CpeacTs ayTeHTUOUKALMM

NA®D.5 3awuTa 0bpaTHOM CBA3KU NpWU BBOAE ayTEHTUPUKALUMOHHON | + + +
nHbopmaumnm

NAD.6 NaeHTUdMKauma u ayTeHTUdMKaumMA nonb3osaTesieid, He| + + +
ABNAOLLMXCA paboTHMKamu onepartopa (BHELWHMX
nosnb3oBartesiei)

NAD®.7 NoeHTuduMKauma n ayteHTUdMKauma obbektoB dalinoson

CUCTEMDbI, 3anyCKaemMbiX U UCNOJTHAEMDbIX Mo,a,yneﬁ, 0b6beKToB
CUctem ynpasaeHuA 6asamu AaHHDbIX, 06'bEKTOB, CO34aBaemblIX
NpUKNagHbiMm U cneymnaszibHbiM NporpammHbImM oﬁecnequmeN\,
MHbIX 06bEKTOB A0CTyna

. YnpaBneHue gocTynom cybbeKkToB focTyna K o6bekTam goctyna (YN4)

yna.1 YnpaBneHue (3aBeaeHne, akTMBauus, 6/I0KMpoBaHue M| + + +




yHVI‘-ITO)KeHVIe) YY€THbIMMN 3aNnCAMU HOﬂb3OBaTeﬂeﬁ, B TOM
yncne BHELWHMX NoJsib3oBaTenemn

ynga.2

Peanusauma HeobXoAMMbIX MeTOA0B (AMCKPELMOHHBIN,
MaHAaTHbIN, POJSIEBON WANM WHOW MeTod), TUMNOB (YTeHue,
3anucb, BbINONIHEHME AW UHOW TUN) U NPaBUA pasrpaHUYeHns

JocTyna

yna.3

Ynpasnenve (PunbTpaumsa, MapwpyTU3auusa, KOHTPOJb
coeanHeHuin, ogAHOHaNpaB/eHHan nepegaya v MHble cnocobbl
ynpasneHus) MHPOPMALNMOHHBIMM NMOTOKAMKU  MeXay
YCTPOMCTBAMM, CermeHTamum MHPOPMALMOHHOM CUCTEMDBI, a
TaKKe meKay MHOOPMaLMOHHbIMU CUCTEMAMM

yna.4

PaspeneHne nonHomouuit  (poneit) nonb3oBaTenew,
agMMHUCTPATOPOB 7 nuy, obecneunBatowmnx
$YHKUMOHNpOBaHUE MHOOPMALMOHHOM CUCTEMDI

yna.s

HasHayeHMe  MWHMMaNbHO  HeobxoAMMbIX MpaB MU
NpUBMAErMIA MOb30BaATENAM, AAMMHUCTPATOPAM U AULAM,
obecneumBaowmm  GYHKUMOHUPOBAHNE WHPOPMALIMOHHOM
CUCTEMDI

ynga.6

OrpaHuyeHue HeycneLwHbIX NOMbITOK BX0Aa B
MHOOPMALUMOHHYO cucTeMy (moctyna K WHOOPMALMOHHOM
cucteme)

yna.7

MpegynpexaeHue nonb3oBaTens nMNpU  ero BXxode B
MHPOPMALMOHHYIO CMCTEMY O TOM, YTO B MHOOPMALMOHHOM
CUCTEME peanusoBaHbl Mepbl 3aWuTbl WMHPOpMauMn, U O
HeobXxoAMMOCTH cobnogeHua UM YCTaHOBAEHHbIX
onepatopom npaBua 06paboTkn nHbopmaLmnm

yna.8

OnoselleHMe NOAb30BaTeNs NOCNAE YCMELWHOro BXxoda B
MHPOPMALMOHHYIO CUCTEMY O €ero npegplayliem Bxode B
MHPOPMALMOHHYIO CUCTEMY

yna.o

OrpaHuyeHve Yyncia napaniesbHbiX CeaHCoB AO0CTyna Ans
Ka)kgoM y4yeTHOW 3anucu nosb3osBaTenss WHGOPMaLUOHHOM
cucTembl

yna.10

BnokvMpoBaHMe ceaHca pgoctyna B MHGOOPMALMOHHYIO
cMCTeMy MoC/e  YCTaHOB/AEHHOro BpemeHu 6Hesgeincrsus
(HeaKTMBHOCTM) Nob30BATENA UK MO €ro 3anpocy

yna.11

PaspelueHue (3anperT) nencTenii nosab3oBaTenen,
paspeLleHHbIX 40 AEeHTUGUKaLUKN U ayTeHTUUKaLUn

ynga.12

Mopaepskka W coxpaHeHue aTpubytoB 6e30nacHOCTM
(meTok 6e3onacHocTM), CBA3aHHLIX C WHPoOpmaumen B
npotecce ee xpaHeHMaA 1 06paboTKu

yna.13

Peanusauma 3almLLeHHOIO YAaAeHHOro AoCTyna cybbeKkTos
Joctyna K obbektam  gocTtyna  uyepe3  BHeLWHWe
NHPOPMaLNOHHO-TENEKOMMYHUKALIMOHHbIE CETU

yna.14

PernameHTauMs M KOHTPO/b  WCNO/b30BaHWMA B
MHOOPMALMOHHOM CUCTEeMe TexHonorumi 6HecnpoBOAHOro




AocTyna

ynga.15

PernameHTayma n KOHTPO/1b MCNo/1b30BaHUA B
MHd)OpMaLLMOHHOﬁ cucTeme MoBUIbHbIX TEXHUYECKUX cpencTs

yna.1e

YnpaBneHve B3aMMOAENCTBMEM C MHOOPMALMOHHbLIMM
cuctemamm CTOPOHHMUX opraHusauuii (BHEWHME
MHGOPMALMNOHHbBIE CUCTEMDI)

yna.17

ObecneyeHune [OBEepeHHOM 3arpysKku cpeacTs
BbIYUCAUTENbHON TEXHUKM

[ll. OrpaHnyeHme nporpammHoii cpeabl (OMC)

onc.1

YnpasneHve 3anyckom (o6paleHuamMn) KOMMNOHEHTOB
nporpammHoro obecnedyeHua, B TOM 4uCae onpedeneHue
3anycKaemblX KOMMOHEHTOB, HacTPOMKa NapameTpoB 3amnyckKa
KOMMNOHEHTOB, KOHTPO/Jb 33  3aMyCKOM  KOMMOHEHTOB
nporpammHoro obecneyeHus

onc.2

YnpaBieHMe YCTaHOBKOM (MHCTannsumen) KOMMOHEHTOB
nporpammHoro obecneyeHus, B TOM uucie onpeaeneHue
KOMMOHEHTOB, noasexalumx YCTaHOBKe, HacTpoliKa
napameTpoB  YCTAHOBKM  KOMMNOHEHTOB, KOHTPO/Ab  3a
YCTaHOBKOW KOMMOHEHTOB NporpammHoro obecrneyeHuns

onc.3

YcTaHoBKa  (MHCTannAuMA) TOMIbKO — paspelleHHoro K
NCNONb30BaHMIO NporpammHoro obecnedyeHus u (unau) ero
KOMMNOHEHTOB

onc.4

YnpaBneHve BpeMeHHbIMK daiinamu, B TOM YMCae 3anper,
paspelleHue, nepeHanpasneHue 3anucw, yaaneHue
BpeMeHHbIx ¢dannos

IV. 3awWmTa MalnHHbIX HocuTene uHdopmauum (3HN)

3HN.1

YueT MalMHHbIX HocuTenen nHdopmaLmnm

3HWN.2

YnpaBneHve  AOCTYNOM K MalWHHbIM  HOCUTENAM
nHbopmaumnn

3HW.3

KoHTponb nepemelLeHus MaLUNHHBIX HocuTenen
NHdopMaunn 3a npeaenbl KOHTPOANPYEMOI 30HbI

3HWN.4

MUcKkNloueHne  BO3MOMKHOCTM  HECaHKUMOHWMPOBAHHOTIO
03HaKOMNEHMSA C cogepaHnem MHGOPMaLMN, XPaHALLENCA Ha
MALUMHHBIX HOCUTENAX, U (MAKn) MCNoNb30BaHUA HOCUTENEN
MHPOPMaLMN B UHBIX MHGOPMALMOHHBIX CUCTEMAX

3HW.5

KoHTponb Mcnonb3oBaHWA MHTepdeiicoB BBoAa (BblBOAaA)
MHPOPMaLMM HA MALWMHHbIE HOCUTENM MHPOPMaLUN

3HN.6

KoHTponb BBOAa (BbliBOAA) MHOOPMALMM HA MalUMHHbIE
HoCUTENIM MHPOPMaLINK

3HW.7

KoHTponb NoAKNOYEHUSA MaLUMHHbIX HocuTenen
nHpopmauunm




3HN.8

YHuUTOXKEHMe (CcTMpaHue) MHPOpMaLMM Ha MAWMHHbBIX
HOCMTENAX NpW UX Mepejaye MeXKAy MONb30BaTeNAMM, B
CTOPOHHME OpraHu3auuu AAs PEMOHTA WAW YTUAM3ALMM, a
TaKXe KOHTPO/b YHUUTOMXKEHUA (CTUpaHuA)

V. Peructpauma cobbituit 6esonacHoctu (PCB)

PCB.1

OnpeaeneHne cobbiTuit  6e3onacHOCTH, MoAfexKallmx
perucTpaumnn, U CPOKOB UX XpaHeHua

PCB.2

OnpepeneHne coctaBa U cogepiKaHusa uHPopmaumm o
cobbITnAX 6e3onacHOCTU, NogneKallmx perncrTpaumm

PCB.3

Cbop, 3anuMcb W XpaHeHWe WHbopMaLUM O CcobbITUAX
6e30MacHOCTM B TeYEHMe YCTaHOB/IEHHOro BpeMeHN XpaHeHu s

PCb.4

PearnpoBaHMe Ha cbou npu perncTpaumm cobbiTuit
6€e30MacHOCTM, B TOM 4ucae annapaTHble U MNporpammHble
ownbKkn, cbonm B MexaHusmax cbopa UHPopmaUUN U
OOCTUXKEHMe npeaena Man nepenosHeHns obbema (emkocTH)
namAaTu

PCB.5

MOHUTOPUHT (npocmorTp, aHanus) pesy/nbTaToB
pernctpaumnm cobbiTnit 6e30NacHOCTM M pearnpoBaHmne Ha HUX

PCB.6

FEHepMpOBaHMe BPEMEHHbIX METOK U (MJ'IM) CUHXPOHUM3aLUMA
CUCTEMHOrIO BpeEmMEHU B MHd)OpMaLI,MOHHOﬁ cncreme

PCB.7

3awuTa nHbopmaumnmn o cobbiTnax 6esonacHoCTH

PCB.8

ObecneyeHne BO3MOXKHOCTM MNPOCMOTPA W  aHaAu3a
MHOPMALMN O [ENCTBUAX OTAENbHbIX MO0/b30BaTesnell B
MHPOPMALMOHHOM cucTeMe

VI. AHTUBMpPYCHas 3awmTa (AB3)

AB3.1

Peanusauuna aHTMBMPYCHOVI 3alnThbI

AB3.2

O6HoBneHMe 6a3bl AaHHbIX MPU3HAKOB BPEAOHOCHbIX
KOMMbIOTEPHBIX Nporpamm (BMpycos)

VII. O6Hapy:xeHune BTopKeHni (COB)

COB.1

O6HapyKeHne BTOPKEeHNI

COB.2

O6HoBNeHMe 6a3bl peLlatoLmX NpaBu

VIII. KoHTponb (aHanms) 3awmieHHocTn nHpopmaumm (AH3)

AH3.1

BbifaBneHMe, aHanu3 yA3BUMMOCTEM MHPOpPMaLMOHHOM
CUCTEMbl W OMNEepaTUBHOE YCTPAHEHME BHOBb BbIABNEHHbIX
YyA3BMMOCTEMN

AH3.2

KoHTpONb  yCTaHOBKM  OB6HOBAEHMI  MNPOrpamMMHOro
obecneyeHns,  BKAo4ad  O6HOBNEHME  MPOrpPaMmHOro
obecneyeHuns cpeacTs 3alLMTbl MHGOPMALMM

AH3.3

KoHTponb paboTocnocobHOCTU, NapameTpoB HACTPOMKKU U
NpPaBUIbHOCTH bYHKUMOHMpPOBAHUSA NporpaMmHoro




obecneyeHnn 1 cpeacTs 3aWmUTbl MHGOPMaLUM

AH3.4 KoHTponb cocTaBa TEXHUYECKMX CPeacTB, NPOrpamMmmHOro +
obecneyeHuns n cpeacTs 3alLMTbl UHGOPMaLUK
AH3.5 KOHTpOoAb npaBua  reHepauMm U CMeHbl naponemn +

nosib3oBaTesiell, 3aBeAEeHMA W yAaNeHUs YYeTHbIX 3anucen
nosib3oBaTesiell,  peanusauMM  NpPaBUA  pasrpaHMYeHus
AOCTYyNnom, NMoHOMOYMIA Nnonb3osBaTesiel B MHPOPMALMOHHOM
cucteme

IX. ObecneyeHme LENOCTHOCTU MHHOPMALMOHHOM cUCTEMbI U MHPopmaLmm (OLLJT)

oul.1

KOHTpONb UENOCTHOCTM nporpaMmmHoro obecneveHus,
BK/lOYAs nNporpaMmHoe obecnevyeHne CpeacTs  3aluTbl
nHpopmauunm

+

oun.2

KOHTPONb UENOCTHOCTM MHPOpMaLuK, codeprKalleinca B
6a3ax gaHHbIX MHOOPMALMOHHOM CUCTEMDbI

oun.3

ObecneyeHune BO3MOKHOCTU BOCCTAHOB/IEHUSA
nporpamMmHoro  obecneuyeHus, BKIOYAsA  MpoOrpammHoe
obecneyeHne  cpeacTB  3aWMTbl  MHPOpMauuMK,  Npu
BO3HWKHOBEHWWN HELWTATHbIX CUTYaLNid

ou/1.4

O6Hapy)KeHMe U pearMpoBaHMe HaA MOCTyMN/ieHne B
MHPOPMALMOHHYIO CUCTEMY HEe3anpallMBaeMblX 3/1EKTPOHHbIX
coobuleHnit (Nucem, AOKYMEHTOB) M UHOW WMHbOPMaLUK, He
OTHOCAWMXCA K  PYHKUMOHMPOBAHMIO  MHOOPMALMOHHOM
cuctemsl (3aWmMTa OT cnama)

oun.s

KoHTponb cogeprkaHuna WHbopMauuun, nepepaBaemoin U3
MHOOPMALMOHHOW CUCTEMBI (KOHTEHEPHbIN, OCHOBaHHbIN Ha
CBOMCTBax 0ObeKTa [0CTYNa, U KOHTEHTHbIA, OCHOBaHHbIN Ha
MOWCKe  3anpelleHHon K nepefadve  uMHbOpMauum ¢
MCNONb30BAaHMEM CUFHATYp, MACOK M MWHbIX MEeToaOoB), U
UCK/IOYEHNE HEMPABOMEPHON nepeaayn MHOOpMauum U3
MHPOPMALNOHHOM CUCTEMDI

ou1.6

OrpaHuyeHve Npas NnoJsib3oBaTesielt No BBOAY MHPOPMaLUK
B MHOOPMALMOHHYIO CUCTEMY

oun.z

KOHTPONb TOYHOCTWM, MOAHOTHI M NPABUALHOCTU AAHHbIX,
BBOZAMMbIX B UHPOPMALMOHHYIO CUCTEMY

ou/1.8

KoHTpo/b OWKNBOYHbIX AEMCTBMI NONb30BaTeNEN MO BBOAY
n (unn) nepepgaye unHOOPMaUMM U NpeaynperraeHue
no/sib3oBatenen 06 oWMBOYHbIX AeNCTBUAX

X. ObecneuyeHune aoctynHoctTn nHdopmaummn (OAT)

oaT.1

Mcnonb3oBaHue OTKa3OYCTOl7I‘-IVIBbIX TEXHUYECKUX CpeacTs

oAaT.2

PesepBMpoBaHME TEXHUYECKMX CPeacTB, MNPOrpammHOro
obecneyeHuns, KaHanoB nepegaynm MUHOOPMaLMK, CpeacTs
obecneyeHus dYHKLMOHNPOBAHUSA MHOPMaLNOHHOM
cucTembl




OAT.3

KOHTpOJ’Ib 6€30TKa3Horo CbYHKLI,MOHVIDOBaHMFI TEXHUYECKUX
cpencrs, OﬁHprmEHME n NOKansauuna OTKa30B
d)YHKLI,MOHVIDOBaHMFI, npuHATUE MepPp NOo BOCCTAHOB/IEHUIO
OTKa3aBLWKUX Cpeacts N UX TeCTupoBaHune

OAT.4

Mepuoguyeckoe pesepBHoe KonvpoBaHMe MHGOpMaLnUn Ha
pe3epBHble MalLUMHHbIe HOCUTENN MHDOPMALMM

oAaT.5

ObecneyeHne BO3MOKHOCTM BOCCTaHOBAEHUA UHPOPMaLUK
C pe3epBHbIX MaWWHHbIX HocUTenel nHpopmMmaunn (pesepBHbIX
KOMWiA) B TeYEHME YCTaHOB/IEHHOTO BPEMEHHOTO MHTEPBana

OAT.6

Knactepusauma uHbOpMaUMOHHOW cuctembl M (Man) ee
CermeHToB

0AT.7

KOHTpONb  COCTOAHMA M KayecTBa NpeaocTaB/ieHus
YNO/IHOMOYEHHbBIM  /IMLIOM  BbIYMCAUTENIbHBIX  pecypcos
(mowHocTel), B TOM uncae no nepegaye MHPopmaLmm

XI. 3awmTa cpeapl BupTyanmnsaumm (3CB)

3CB.1

NaeHTudMKauma 1 ayTeHTMdMKaumA cybbeKkToB A0CTyna U
06bEKTOB [0CTyNa B BUPTYasbHOW MHOPACTPYKTYpe, B TOM
yncne aAMMHNCTPATOPOB ynpaBneHus cpeacTBamm
BMPTyanusaumnm

3CB.2

YnpaBneHve Aoctynom cybbekToB A0CTyna K obbekTam
AOCTyna B BUPTyanbHON MHGPACTPYKTYpE, B TOM YMCAE BHYTPU
BMPTYaNbHbIX MaLLIMH

3CB.3

Pernctpaums cobbiTMini  6e30nacHOCTM B BUPTYasbHOWM
NMHpPaCTpyKType

3CB.4

YnpasneHve (ounbTpauma, MapLlpyTM3aLusa, KOHTPOJb
coefVMHeHWs, OfHOHanpaB/ieHHas nepefaya) MNOTOKaMM
HdopMmauun Mexay KOMMOHEHTaMM BUPTYaNbHOW
MHPPACTPYKTYypbl, @ TakkKe No nepumeTpy BUPTYasIbHOM

MHPPACTPYKTYpPbI

3CB.5

[loBepeHHaa  3arpy3ska  CepBepoB  BUPTyannsaumm,
BMPTYanbHON MaluHbl (KOHTeWHepa), cepBepoB ynpas/ieHun
BMPTYyannsaumen

3CB.6

YnpaBneHve nepemelleHMem  BUPTYaNbHbIX  MaLIMH
(koHTeliHepoB) U 0bpabaTbiBaeMbIX HAa HUX AaHHbIX

3CB.7

KOHTPO/Ib LLEeNOCTHOCTU BUPTYaNbHOW MHOPACTPYKTYPbI U ee
KOHUrypauui

3CB.8

PesepBHOE KOMWpPOBaHWE AaHHbIX, pPe3epBMpoOBaHME
TEXHUYECKMX  CPeAaCTs, nporpammHoro  obecneyeHus
BMPTYanbHOM WHPPACTPYKTYPbl, a TaKXe KaHanoB CBA3N
BHYTPU BUPTYasIbHOW MHPPACTPYKTYpPbI

3CB.9

Peanuzauma u ynpaBneHne aHTUBMPYCHOM 3aWMTON B
BUPTYa/IbHOM MHPACTPYKTYpe

3CB.10

PasbueHne BUPTyasbHOW WHPPACTPYKTYPbl Ha CErMEHTbI




(cermeHTMpoBaHME  BUPTYyanbHOW  WHOPACTPYKTYpbl)  AnA
06paboTkM MHOPMAUUM OTAENbHBIM NONb30BaTeENEM U (MaNn)
rpynnoi nonb3oBaTtenem

XIl. 3awmTa TexHmnyeckunx cpeacts (3TC)

3TC.1

3awuTta UHPopmaumn, obpabaTbiBaeMoi TEXHUYECKMMMU
CpeacTBaMM, OT ee YTEYKMU NO TEXHUYECKMM KaHanam

3TC.2

OpraHu3aums KOHTPOIMPYEMOW 30HbI, B Npeaesax KoTopoi
MOCTOSHHO  Pa3MeLLaloTCA  CTAUMOHApHble  TeXHUYecKue
cpenctea, obpabaTtbiBatowme MHPOpMaLMIO, M CpeacTBa
3awmTbl MHPOpMauMM, a TaKkKe cpeacTBa obecneyeHus
bYHKLMOHNPOBaHMA

3TC.3

KoHTponb W ynpasneHWe ¢GU3MYECKMM  OOCTYNOM K
TEXHUYECKMM CpeacTBam, CpeacTBam 3almTbl MHGOpMaLUM,
cpeacteam obecneyeHns GYHKUMOHUPOBAHMA, a TaKxKe B
NMOMELLEHUA M COOPYKEHMA, B KOTOPbIX OHW YCTaHOB/EHbI,
WCKAOYatoLWMe HeCaHKLMOHUPOBAHHbIN GU3NYECKMit AocTyn K
cpeacteam  06paboTKM  MHPOpMaUUKM, CpeacTBaMm  3aLUTh
nHpopmaumnn n cpeactsam obecneveHma GYHKLMOHUPOBAHUA
NHPOPMALMOHHOM CUCTEMBI U MOMELLEHUA N COOPYXKEHUSA, B
KOTOPbIX OHWU YCTAHOBNEHbI

3TC.4

PasmelieHue YCTPOKCTB BbIBO/a (oTOoBparkeHus)
MHbOPMaLMKM, WCKAKOYaloLlee ee  HeCaHKUMOHMPOBaHHbIM
npocmoTp

3TC.5

3aWwmMTa OT  BHEWHMX BO3AENCTBUI  (BO3AENCTBUIA
OKpy:Kaloleh cpeapl, HECTabUNbHOCTU 3SNEKTPOCHabXKeHuUs,
KOHANUMOHUPOBAHUSA M UHbIX BHELHMX GaKTOPOB)

X, 3awumTa

MHPOPMaLMOHHOM CUCTEMbI, ee CPeCTB, CUCTEM CBA3U U Nepedayn AaHHbIX (3

nC)

3nC.1

PaspeneHne B MHPOPMALMOHHON cucteme PYHKUMN No
ynpasneHuto  (aAMUHUCTPUPOBAHUIO)  MHDOPMALLMOHHOM
CUCTEMOM, YnpaBAeHUO (agAMUHUCTPUPOBAHUIO) CUCTEMOIA
3aWwmTbl MHPopMaLummn, GyHKLMIA No 06paboTKke MHGOPMaLUM U
WHbIX GYHKUNI MHPOPMALUOHHOM CUCTEMBI

+

3UC.2

MpegoTepalieHmne 3a4€eprKKM nnm npepbiBaHMA
BbINO/IHEHWNA NPOLECCOB C BbICOKMM MPUOPUTETOM CO CTOPOHbI
NPOLECCOB C HU3KUM NPUOPUTETOM

3UC.3

ObecneyeHne 3awWwmTbl MHPOPMALMM  OT  PACKPLITUS,
MmoanduKauum U HaBa3biBaHUA (BBOAA NOXHOW MHOPMaLMK)
npu ee nepeaaye (NOAroToBKe K Nepesaye) No KaHanam CBA3M,
MMEILLMM BbIXOA, 33 Npeaesbl KOHTPOMPYEMOW 30HbI, B TOM
yncne 6ecnpoBOAHbIM KaHaam CBA3U

3nc.4

ObecneyeHne [OBEPEHHbIX KaHana, MaplipyTa Mexay
afAMMHUCTPATOPOM, NOJIb30BATENIEM M CPEACTBaMM 3aLLMTbI
nHpopmaunn (dyHKUMAMKM 6e30MacHOCTM CPeacTB 3aluMTbl
nHbopmauum)

3UC.5

3anpeT HeCaHKUMOHMPOBAHHOW YyAafeHHOW aKTUBauumM




BMUAEOKamMep, MUKPODOHOB N NUHbIX NeprudepUinHbIX YCTPOMNCTB,
KOTOpble MOFyT aKTMBMPOBATbCA YAANEHHO, WU OMOBeLLeHUe
nonb3oBaTtesieit 06 aKTUBALMM TaKUX YCTPOMUCTB

3M1C.6

Mepepaya UM KOHTPOAb  LENOCTHOCTM  aTpubyTtoB
b6esonacHoct  (MeToK  6e30MnacHOCTM),  CBA3AHHbIX C
nHpopmauueir, npu obmeHe wHOPMaUMEN C WHBIMU
MHGOPMALMOHHBIMWU CUCTEMAMU

3nC.7

KoHTposb CaHKLUMOHNPOBAHHOIO " UCKoYeHne
HeCcaHKLWMOHNPOBAHHOIO NCMO/1Ib30BaHUA TEXHONOMNM
MOBUAIbHOTO KOZa, B TOM 4YMcAe peructpauma cobbiTui,
CBA3aHHbIX C UCNO/b30BaHMEM TEXHONOTMMI MOBUIBHOIO KoAa,
MX aHaNM3 W pearnpoBaHMe Ha HapylleHUs, CBA3aHHble C
MCMONb30BaHUEM TEXHONOMMIN MOBMABHOIO KoAa

3M1C.8

KOHTpOJ’Ib CaHKUMOHMPOBAHHOTIO n UCKIIoYeHune
HECaHKUMNOHNPOBAHHOIO MCNoab30BaHUA TEXHOI0MNM
nepegadyn pedn, B TOM YuUcne perncTtpauma CO6bITVIﬁ,
CBA3aHHbIX C UCMO/Ib30BAHNEM TEXHONOMUM nepenavun peydn, nx
dHan3 w”n pearnposaHnMe Ha HapyweHunAa, CBA3aHHble C
NCNo/Ib30BaHMEM TEXHOOTUN nepegadun peyu

31nC.9

KoHTponb CaHKLUMOHNPOBAHHOM " UCKAtoYEeHMe
HeCaHKLMOHNPOBaHHOM Nepedayn smaeonHdopmaumm, B TOM
yncne perucTpauma cobbITUi, CBA3AHHbLIX C nepegayent
BMAeoMHGOPMaLMM, UX aHaAM3 M pearMpoBaHMe Ha
HapyLleHus, CBA3aHHbIe C Nepegayeit BuAeoMHbOpMaLmm

3M1C.10

I'Io,u,TBepm,u,eHme NPOnNCXoxaeHnA NUCTOYHWUKa
MHd)OpMaLI,MM, nonyqaew\oﬁ B npouecce onpeneneHna CeTeBblx
agpecoB Mo ceTeBbiM MMEHaM WM onpeaeneHna CeTeBbIX
MMEeH NOo ceTeBbiM aapecam

3ncC.11

ObecneyeHmne NOANMHHOCTM CETEBbIX COeANHEHN (ceaHCoB
B3aMMOAENCTBMA), B TOM uucne AN 3aluTbl OT MOAMEHbI
CeTeBbIX YCTPOWCTB U CEepBUCOB

3U1C.12

MCKNloueHne BO3MOMKHOCTM OTPULAHMA MNOJIb30BaTENEM
¢daKTa oTnpaBkun MHbOpPMaLMKM APYroMy NoNb30BaTENO

31C.13

MCKNloueHne BO3MOMKHOCTM OTPULAHMA MNOJIb30BaTENEM
daKrta nonyveHMsa MHGoOpMaLMKM OT APYroro Noab3oBaTenNs

3nC.14

Mcnonb3oBaHWe YCTPOMCTB TepPMMHANbHOrO AoCTyna Ans
06paboTKM nHbOpMaUum

3U1C.15

3awmTa apxuBHbIX $alinoB, NapaMeTpPoB HACTPOMKU
cpeacTs 3aWmTbl UHOOPMALLUKM M NPOrPaMMHOro obecneyeHums
MU WMHbIX OAHHbIX, HE MoAJeXxalWmnx U3MEHeHUIO B npouecce
06paboTKku NHbOopMmaLum

3M1C.16

BbisiBNieHWe, aHanM3 1 610KMpoBaHMe B MHOOPMALMOHHOWM
CUCTEME CKPbITbIX KaHanoB nepeaayn vHoopmaumm B obxopa,
peanusoBaHHbIX Mep 3aWwuTbl MHOOPMALMM MAN  BHYTPU
paspeLleHHbIX CETEBbLIX MPOTOKO/I0B




3U1C.17

PasbueHne MUHPOPMALMOHHON CUCTEMbI Ha CErMeHTbl
(cermeHTMpOBaHME MHGOPMALNMOHHOM CUCTEMDI) n
obecnevyeHune 3aWmThbI nepumeTpoB CErMeHTOB
MHPOPMALNOHHOM CUCTEMDI

31C.18

ObecneyeHune 3arpyskm M UCNOJIHEHMA MNPOrpamMmHOro
obecneveHus C MaLWWNHHbIX HocuTene VIHd)OpMaLI,VIVI,
AOCTYNHbIX TONbKO ANA 4YTeHUA, U KOHTPOJZIb UENOCTHOCTU
AaHHOTOo NporpammHoOro obecneyeHus

31C.19

M3onauma  npoueccos  (BbIMOAHEHWe nporpamm) B
BblZe/IeHHOM 06/1acTN NamaATH

31C.20

3awmTa 6ecnpoBOAHbIX COEAMHEHWI, NPUMEHAEMbIX B
MHPOPMALMOHHOM cucTeMe

3ncC.21

UcknioyeHne poctyna nosb3oBaTens K  MHdopmaumy,
BO3HUMKLUEN B  pe3ynbTaTe  AEWUCTBUIA  NpeablayLiero
Nno/ib3oBaTesIn  Yepes pPeecTpbl, OMNepaTUBHYID  MNamsaTb,
BHELIHME 3anoOMMHaloLME YCTPOMCTBA W MHble obwme ans
nosib3oBaTtesieit pecypcbl UHGOPMALUOHHON CUCTEMDBI

3nC.22

3awura WHPOPMALMOHHOM  CUCTEeMbl  OT  yrpos
6e30MacHOCTM MHOOPMALMK, HaNpPaBJEHHbIX Ha OTKa3s B
06CcNyXnBaHMM MHGOPMALMOHHOM CUCTEMDI

31C.23

3awuta nepumeTtpa (PpuU3MYecknx w (MAKM) Nornmyeckmx
rpaHuu) MHGOPMALMOHHOM CUCTEMBI NPU €e B3aMMOLENCTBUMU
C UHBIMM MHPOPMALMOHHBIMM CUCTEMAMMU U MHOOPMALLMOHHO-
TENEKOMMYHUKALMOHHbIMW CETAMM

3n1C.24

MpeKpaweHne ceTeBbIX COGAVIHEHMI‘;I no uUX 3aBeplieHnun
ninm no wucre4eHnn 3a4aHHOro onepaTopom BpPeEMEHHOro
MHTEPBA/1a HEAKTUBHOCTU CETEBOIO CoeaANHEHUA

3U1C.25

Ucnonb3oBaHne B WHPOPMAUMOHHOM cucTemMe UK ee
CermeHTax Pas/INyHbIX TUNOB OBLLECUCTEMHOTIO, MPUKIALHOMO
M cneuManbHOro mnporpammHoro obecneuveHus (cosgaHuve
reTeporeHHol cpeapl)

3UC.26

Mcnonb3oBaHue NPUKNaAHOro " cneymanbHoro
nporpamMmHoro  obecneyeHusi, MMEIOWMX BO3MOMKHOCTb
OYHKLMOHMPOBAHNA B Cpedax pPasNUYHbIX OnepauMOHHbIX
cucTem

3nC.27

CosaaHue (amynauma) NOXHbIX MHOOPMALMOHHbBIX CUCTEM
AU MX KOMMOHEHTOB, NpeAHa3HayeHHbIX ANA 06Hapy:KeHus,
perncTpauum u aHanusa AencTBUIN HapywuTenei B npouecce
peanusaumn yrpo3s 6e3onacHocT1 MHbopmaLlmm

31C.28

BocnpousBeaeHne JNIOXHbIX U (MAKN) CKPbITUE WCTUHHbIX
OTAEeNbHbIX  UHOOPMAUMOHHBLIX  TexHonornmi u  (1an)
CTPYKTYPHO-OYHKUMOHANbHbIX XapaKTepuUCTUK
MHPOPMaLMOHHOM cucTembl nnn ee CermeHTOB,
obecneumBalolllee  HaBA3bIBAHWE  HAPYLIMUTENO  JIOMKHOMO
npeacrasneHna 06 UCTUHHbIX MHGOPMALMOHHbIX TEXHOIOMMAX
M (MAn)  CTPYKTYPHO-PYHKLMOHANbHBIX  XapaKTepmucTUKax




MHPOPMALNOHHOM CUCTEMDI

31C.29 MNepeBos MHPOPMALMOHHOM CUCTEMBI UNU €e YCTPOMCTB
(KomnoHeHTOB) B 3apaHee onpeaefieHHy KoHdUrypaumio,
obecneumBatolyto  3awuTy  MHOOpmauuuM, B C/yyae
BO3HWMKHOBEHMM OTKasoB (cboeB) B cucTeEmMe 3aLLUTDbI
nHbopmaunm MHGOPMALMOHHOM CUCTEMBI

31C.30 3aluTa MOBUNbHbIX TEXHUYECKUX CPeACTB, MPUMEHAEMbIX B|  + + +
MHGOPMALMOHHOM cUCTemE

"+" - mepa 3awwmTbl MHGOPMALLMM BKAOYEHA B 6a30BbI Habop mep 419 COOTBETCTBYIOLLLENO Knacca
3aLUMLWEHHOCTU MHPOPMALMOHHOM CUCTEMDI.

Mepbl 3aWwuTbl UHPOPMaUUMKM, He 0b6O3HaAYeHHble 3HAaKom "+", NMpPUMeHsalTCA MpU aganTauuu
6a3oBoro Habopa mMep ¥ yTOUHEHUN aganTMpoBaHHoro 6asoBoro Habopa mep, a Takxe npu paspaboTke
KOMMNEHCUPYIOWNX Mep 3alnTbl MHOopMaLmMM B MHGOPMALMOHHOM CMCTeMe COOTBETCTBYHOLLErO Knacca
3aLUMLLEHHOCTY.




